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Abstract. The study of lattice-based group signatures has been a promi-
nent research direction since 2010. While recent advances in the field
have yielded schemes in the random oracle model with strong security
properties and nearly practical efficiency, the current state of affairs
for lattice-based group signatures in the standard model is still much
less satisfactory. Existing schemes, proposed by Katsumata and Yamada
(EUROCRYPT’19) or implied by generic non-interactive zero-knowledge
proofs for NP (by Peikert and Shichian at CRYPTO’19 and by Waters
at STOC’24), either only fulfil a weak notion of anonymity called self-
less anonymity, or require a strong lattice assumption, or suffer from
extremely large signatures and/or public keys.

This work aims to enhance the state of affairs for lattice-based group
signatures in the standard model. We provide improved constructions
that simultaneously achieves: (i) signature and public key sizes signifi-
cantly smaller than those of known schemes; (ii) full anonymity in the
CPA and CCA senses; (iii) security based on standard SIS and LWE
assumptions with polynomial approximation factors regarding worst-
case lattice problems (in general lattices). Our design approach slightly
departs from that of existing pairing-based and lattice-based construc-
tions. In the design process, we adapt and develop several lattice-based
cryptographic ingredients that may be of independent interest. At the
heart of our constructions is a reasonably efficient non-interactive zero-
knowledge proof system for relations typically appearing in advanced
privacy-preserving lattice-based cryptographic protocols. These relations
are addressed by a trapdoor XY-protocol with an inverse polynomial
soundness error, which is made non-interactive via the standard-model
Fiat-Shamir transform of Canetti et al. (STOC’19) and a compiler by
Libert et al. (ASTACRYPT’20).
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1 Introduction

Group signature, introduced in the seminal work of Chaum and van Heyst [23], is
a fundamental privacy-preserving primitive allowing registered users of a group
to anonymously sign messages on behalf of the whole group. Yet, users are kept
accountable for their actions since the signer of any problematic signature can
be traced by an opening authority — should the need arise. These two appealing
features enable group signatures to find applications in various real-life scenarios,
such as private-and-accountable access to public transport, anonymous online
communications, e-bidding and e-commerce systems, just to name a few. On
the theoretical front, designing secure and efficient group signature schemes is
interesting and challenging, since those advanced constructions usually require a
sophisticated combination of several cryptographic building blocks. The present
work focuses on group signatures from lattices.

BACKGROUND AND MOTIVATION. The study of lattice-based group signatures,
initiated by Gordon et al. [34], has been a prominent and highly active research
direction since the rise of lattice-based cryptography [65,31,30,57]. There have
been proposed various improvements in terms of security and efficiency. In the
following, we will give a brief overview on the development progress of lattice-
based group signatures, categorized into schemes proven secure in the random
oracle model (ROM) and those in the standard model.

Lattice-Based Group Signatures in the ROM. The pioneering work by
Gordon et al. [34] yielded a scheme with a signature size linear in the num-
ber of group users N. While the scheme only satisfies CPA-full-anonymity [8], in
which the anonymity adversary is not given access to the opening oracle, the
strongest notion of CCA-full-anonymity [5] was then achieved in a follow-up work
by Camenisch et al. [18]. Then the linear barrier was overcome by Laguillaumie
et al. [11], who put forward the first scheme with a signature size logarithmic
in IV, at the cost of relatively large parameters. Simpler and more efficient so-
lutions with O(log N) signature size and some additional functionalities were
then proposed in subsequent works [42,50,63,44,51,69]. Ling et al. [52] kept up
the improvement in terms of asymptotic efficiency by introducing a scheme with
constant-size signatures, i.e., O(1) in N.

However, all these schemes are not concretely efficient, due to a large depen-
dency on other major parameters, such as security parameter A and lattice di-
mension n. A recent line of work [26,11,56,55,6,10] has significantly improved the
concrete efficiency of lattice-based group signatures, producing signature sizes of
just about tens of KBs. It is worth noting that all the aforementioned schemes
achieve in the ROM the standard notions of CPA/CCA-full-anonymity, with one
exception: the scheme from [12] only satisfies a weaker notion of anonymity,
namely, selfless-anonymity [15,9]. While full-anonymity allows the adversary to
corrupt all group users, selfless-anonymity prevents it from exposing the sign-
ing keys of the two users in question. In other words, signatures do not remain
anonymous to anyone knowing the signing keys (and in particular, to the signers
themselves). This contrast is easily seen in the borderline case where the group



has exactly two users: while full-anonymity allows the adversary to obtain the
signing keys of both users in the group, selfless-anonymity does not allow the
adversary to know any of the keys.

Lattice-Based Group Signatures in the Standard Model. Achieving
security in the standard model was a particularly challenging obstacle in the de-
velopment of lattice-based group signatures. The main reason was the then lack
of lattice-based non-interactive zero-knowledge (NIZK) proofs in the standard
model. A breakthrough was made by Katsumata and Yamada [37] who intro-
duced a novel approach for obtaining group signatures without NIZKs, based
on a special type of attribute-based signatures (ABS) [58] (which can be viewed
as a kind of designated-prover NIZKs [10]) and a secret-key encryption (SKE)
scheme with some additional properties. Their results yielded several interest-
ing constructions of lattice-based group signatures in the standard model. Their
first instantiation (henceforth, KY19-I) is a scheme relying on standard Short-
Integer-Solution (SIS) [2] and Learning-With-Errors (LWE) [65] assumptions
with polynomial approximation factors (w.r.t. the underlying worst-case lattice
problems). However, its signature size and public key size are linear in N. Their
second construction (henceforth, KY19-II) achieves constant-size signature and
public key, but it has to rely on a relatively strong assumption: subexponential
hardness of SIS. It is worth noting that, for both constructions, the dependencies
on security parameter A and lattice dimension n are quite heavy (see Table 1 for
more details). Furthermore, in terms of anonymity property, these constructions
only achieve selfless-anonymity (in the CCA sense). A high-level reason for this
limitation is that the KY19 design approach does not make use of public-key en-
cryption — which has been shown [1] to be necessary for achieving full-anonymity.

Shortly after the publication of [37], Peikert and Shiehian [64] solved the
long-standing problem of constructing NIZKs for all NP statements based on
the standard LWE assumption in the standard model, using techniques inspired
by Canetti et al. [20,19], which make use of correlation intractable (CI) hash func-
tions. Recently, another line of work [67,68,13] successfully realized a primitive
called hidden bit generator (HBG) from lattice assumptions and as a corollary
they obtain a generic NIZK based on the NIZK system in the hidden bit model of
Feige, Lapidot and Shamir [28]. Theoretically speaking, these results imply the
feasibility of designing lattice-based group signatures achieving full-anonymity in
the standard model. However, to apply their protocol, one would need to convert
statements of the form “I have a valid membership certificate from the group
manager, and I have honestly encrypted my identity” typically used in building
group signatures following the sign-then-encrypt-then-prove paradigm to an in-
stance of the Graph Hamiltonicity problem. Such a conversion would require an
expensive Karp reduction and would lead to a significantly large group signature
size, estimated of order £2(n°\ log® A). Achieving noticeably better efficiency for
NIZK-based group signatures from lattices in the standard model has been a
tough open question for the last 5 years.

As a summary, while practically relevant lattice-based group signatures with
strong security properties have been obtained in the ROM, the situation for



their standard-model counterparts is much less satisfactory: known schemes ei-
ther only fulfil the weak notion of selfless-anonymity, or require a strong lattice
assumption, or suffer from extremely large signatures and/or public keys. This
unpleasant state of affairs inspires us to investigate the problem of

Constructing lattice-based group signatures in the standard model simultaneously
featuring reasonably short signatures and keys, relying on mild lattice assump-
tions and achieving full anonymity.

We remark that we do not aim to achieve practical efficiency for lattice-based
group signatures in the standard model, given the current lack of truly practi-
cal NIZKs without the ROM. For advanced cryptographic primitives, there is
usually a big research gap between theoretical feasibility and concrete efficiency,
which may require many steps of development to fill in. We can observe such sit-
uations in primitives like MPC and FHE, and, in particular, in the development
of lattice-based group signatures in the ROM. As we discussed above, during
2010 — 2018, the focus was to improve asymptotic efficiency, from signature
size O(A? - N) in [34,18] to O(X - log N) in [41,50,63,44], and then to constant-
size signature O(A) in [52]. Once the achieved asymptotic efficiency had been
somewhat optimal, we then have witnessed the introduction of schemes with
concrete efficiency such as [20,11,56,55,6,10] since 2018. Hence, for lattice-based
group signatures in the standard model, we believe it is important at this point
to improve the asymptotic efficiency and reduce the currently large gap be-
tween theory and practice. Even though such attempts may not directly yield a
practically-interesting construction, they may inspire follow-up works that will
eventually lead to concretely efficient schemes.

OUuUr CONTRIBUTIONS. In this work, we provide an affirmative answer to the
problem discussed above. Specifically, we put forward a lattice-based group sig-
nature scheme in the standard model that enjoy the following properties:

— Signature size O(nA log? A), which is significantly short signature sizes, com-
pared to the schemes KY19-I and KY19-II from [37] and (potential) con-
structions relying on generic NIZKs for NP. For the latter, we consider the
NIZK based on CI hash function from [64] (that we name NIZK-CI), and
recent constructions from hidden-bit generator [67,68,13] (that we name
NIZK-HBG).

— Public key size O(n?log® \), which is smaller than those of KY19-I and
KY19-II by a factor at least O(n?log \).

— Our scheme achieves CCA-full-anonymity, and relies on standard SIS and
LWE assumptions with polynomial approximation factors, which is compa-
rable to KY19-I and constructions based on generic NIZKs.

We summarize the comparison between our scheme and other (known and
potential) lattice-based group signatures in the standard model in Table 1. One
can observe that our construction not only enjoys strong security properties but
also considerably improves the previous designs in terms of asymptotic efficiency.
When it comes to concrete parameters, we estimate that for 128 bits of security
and for a group of N = 220 users, our scheme produces signature sizes at least



Scheme Signature Public key |Anonymity|Assumptions
KY19-1 [37] O(Nnlog? A+ n?log® )| O(Nn*log* \)| CCA-Selfless Lf/lst
KY19-11 [37] O(n3log \) O(ntlog! \) |CCA-Selfless s”bf\j\;’és's

(64] 6 3 21,3 SIS

(via [36,31,45]) O(nfAlog” \) O(n*log” A) | CCA-Full LWE
[67,68,13] 6 1oo 2y 3 SIS

(via [36,31,45]) O(n®Alog® ) O(n*log” \) | CCA-Full LWE
) - 52 21003 SIS

Ours O(nAlog= \) O(n?log” \) | CCA-Full LWE

Table 1. Comparison of signature sizes, public key sizes, anonymity notions and lattice
assumptions between our scheme and other (known and potential) lattice-based group
signatures in the standard model. Three governing parameters are used for the size
estimations: security parameter A, the number of group users N € poly(\), and lattice
dimension n = 2(\). The size estimations for KY19-I and KY19-II are done based
on the constructions and parameters provided in [37]. While the schemes NIZK-CI
and NIZK-HBG have not been explicitly proposed, we may obtain it via the same
supporting techniques as for our scheme: the signature scheme from [36], the dual-
Regev encryption [31] and the compiler from [45]. Our estimation shows that these
schemes have huge signature sizes, due to the expensive overhead of Karp reduction
for transforming the defining relations of our scheme to a graph-based relation.

several orders of magnitude smaller than those of KY19-I, KY19-1I and of the
potential constructions via NIZK-CI and NIZK-HBG. The public key size of
our scheme is also about two orders of magnitude smaller than those of KY19-I
and KY19-II.

TECHNICAL OVERVIEW. At a high level, our construction employs the tradi-
tional sign-then-encrypt paradigm for designing fully anonymous group signa-
tures following the BMW model [5], yet we introduce several modifications in
the process. The generic approach makes use of three major building blocks. The
first ingredient is an ordinary signature scheme compatible with zero-knowledge
proofs of a message-signature pair, which is used by the group manager to gen-
erate membership certificates for all group members. The second ingredient is
a public-key encryption scheme that will be used to encrypt the signer’s iden-
tity. And the final ingredient is an NIZK proof system that can handle relations
involving messages-signatures and ciphertexts-plaintexts in the aforementioned
components. For the signature layer, we choose the recently proposed scheme
from [36] which we refer to as JRS signature scheme. The JRS signature fea-
tures a short public key and that can be based on a standard SIS assumption
over general lattices. For the encryption layer, we choose the dual-Regev encryp-
tion scheme [31], which also offers a reasonably small public key and is based on
the LWE assumption.

In our construction, the group public key consists of (A, B = A-T,C,D,u) €
L™ ™ X L™ X L ™™ X Z;‘”m X Zy, where T € Z™*™ is a small norm matrix.
Unlike the generic construction from [5] where group manager signs users’ pub-



lic keys, we implement a delegation mechanism, in which each user is given a
trapdoor R4 for a matrix that “encodes” the identity id. When issuing a group
signature on a message m, such a trapdoor allows the user to issue a JRS signa-
ture for m. This is done using an idea similar to the one employed in [26,56,55],
in which a user id is uniquely associated with a matrix

Au=(Alid-G-B),

where G € Z"*™ is a gadget matrix. Via the Gaussian sampling technique
of [59], the setup authority can generate the secret key of an identity id # 0,
which is a small norm matrix Riqy € Z"™*™ satisfying A;qRiq = C. The secret
Riq will act as the secret signing key of user id under JRS signature scheme.

We also depart from the usual signing methods adopted in previous standard-
model group signature schemes [19,48] from pairings, where signers sign a mes-
sage using a one-time signature and use their secret signing keys to certify the
corresponding one-time verification key. Such an approach, although convenient,
usually results in a blow-up of public-key size as the verification key of (lattice-
based) one-time signatures is often not compact. Hence, we let signers sign di-
rectly on messages. Namely, if the message is m € {0,1}*m a user id signs m
by generating a JRS signature (7,x) consisting of a non-zero scalar tag 7 and a
discrete Gaussian vector x € Z3™ that satisfy

(Aig | 7-G—C)x=u+D -mmod q.

The above signing process differs from the original construction of [36], in which
the signer also produces a short randomness r such that

(Ag|7-G—-C)x=u+A-r+D -mmod gq.

Simply put, signer creates a KTX commitment [38] on the message m. In our
construction, there is no need for committing to m and thus the commitment
part can be ignored. With this modification, we obtain a variant of JRS signa-
ture scheme that can be viewed as a plain lattice-based counterpart of Ducas-
Micciancio ring-based construction [27].

At this point, the standard approach of [5] requires encrypting id and the
signature (7,x), then proving in ZK that encryption is correct and (7,x) is a
valid JRS signature. However, encrypting the entire signature (7, x) might be an
overkill as we observe that certain part of x can be revealed while essentially leak-
ing no information about signer’s identity id. This comes from a nice property of
Gaussian sampling algorithms [21,22], exploiting the fact that a discrete Gaus-
sian vector s of high dimension, conditioned on a linear equation Us = v mod ¢,
can be sampled by sampling some components of s independently of the matrix
part in U. This observation serves as a key technical point of the construction
from [63], and the same can be adapted in our scheme. Observe that (7,x) should
satisfy

(Alid-G—-B|7-G—-C)-x=u+D- -mmod g,
then we can let a signer id reveal the component s; and s in x corresponding to
the matrix part id-G —B and 7- G — C, but keep secret: the part s corresponding



to A, the identity id and the tag 7 which depends on signer’s state. Conveniently,
the relation showing validity of a JRS signature now becomes

A-s+id-Gs;+7-Gsy =u+ Dm + Bs; + Csy; mod g,

which is linear in the secret s, id and 7. Thus, it suffices for signer id to encrypt
s,id and 7 under dual-Regev encryption, then prove well-formedness of the ci-
phertext as well as the validity of a JRS signature, which is a linear constraint
on s,id and 7. In particular, our method allows us to avoid quadratic relations,
which were required in previous constructions such as [42,50,44,43 52].

It remains the task of designing a standard-model NIZK system for the signer
to prove knowledge of a valid witness satisfying some linear relations, and the
witness is encrypted to a given ciphertext. We therefore would need a reasonably
efficient NIZK system for handling such equations. By “reasonably efficient”, we
mean to avoid the need to repeat an atomic zero-knowledge protocol {2()\) times
to achieve a negligible soundness error, as in [45]. Our wishful thinking is that
the NIZK can be done in just “one shot”, i.e., the number of protocol repeti-
tions is simply 1. While this feat has been achieved in number-theoretic-based
NIZKs in the standard model (e.g., [17]) and lattice-based NIZKs in the ROM
(e.g., [10]), it still remains a longstanding open problem to do so from lattices
and in the standard model. Instead, we employ an atomic protocol with an
inverse-polynomial soundness error 1/C, for some C' € poly()). Asymptotically,
the protocol needs to be repeated O()/log \) times for a soundness level 1—27*.
However, when it comes to concrete parameters, to achieve soundness 1 — 27128,
one only needs k = 8 repetitions when C' = 216, which is still much better than
k = 128 — if the underlying protocol has soundness error 1/2.

Let us now discuss the techniques in more detail by considering a CPA-secure
variant of our scheme. In essence, we need an NIZK for a relation specified by

t =R - xmod q,

c= (81) r+e-+ <Lq/20KJX> mod g, 1)

where the witness x is a small-norm vector. Essentially, the relation captures
the fact that x satisfies some linear relation and that a dual-Regev ciphertext ¢
encrypts x. Since the relation is linear in the witness and with some constraints
over the norms, this suffices for the blueprint X-protocol of Lyubashevsky [53,54].
In this X-protocol, the prover produces a response (zx, Zr, Ze) satisfying

a+c-t=R-zx modgq,

U’ o™ (2)
vi+cc= (VT> “Zp +Ze + <Lq/2Kj Y ) mod g;

where ¢ is a verifier’s challenge chosen from some set of small integer, and (a, v)
is a prover’s first message. Here, rather than using single-bit challenge as in [53],
we let challenge space be the set of integer {0, 1,...,C} where C is polynomial



in the security parameter A, thus requiring about A/log A executions in parallel
to make the soundness error negligible.

To remove verifier’s randomness and obtain an NIZK proof, one could apply
the well-known Fiat-Shamir transformation [29], with the caveat that soundness
can only be argued in the ROM and might not be preserved when employing
concrete hash functions. Quite recently, the breakthrough result of Canetti et
al. [19] showed that the Fiat-Shamir transformation [29] can be soundly instan-
tiated without random oracles, assuming the underlying X'-protocol is trapdoor.
In simple terms, this requires that for any false statement, there is at most one
verifier’s challenge that the prover can cheat*, and there is a trapdoor informa-
tion (which could be language-dependent) allowing one to efficiently identify this
“bad” challenge from any false statement and any prover’s first message. If we
consider the X-protocol of [53,54] that proves (1), this requires that for a false
statement (t,c), we can find the unique challenge ¢ such that there is a response
(zx, Zr, Zo) satisfying verification equations of (2). A closer look shows that the
second equation of (2)

v+c-c= u’ - Zp + Ze + o™ mod
- VT r e LQ/2KJ'ZX q,

can be interpreted as “there exist encryption randomness (z,, zo) and a plaintext
zx such that v 4+ ¢- ¢ mod ¢ is a dual-Regev ciphertext encrypting zx with ran-
domness (2, Ze)”. Hence, (zx, Zr, Ze) can be recovered from v+c-c mod ¢, as one
can embed an LWE-inversion trapdoor (e.g. Micciancio-Peikert trapdoor [59])
allowing to recover the randomness of encryption (and thus the corresponding
plaintext). Such a capability enables an efficient “bad” challenge finding algo-
rithm in a very strong sense: not only the algorithm finds the unique challenge
that a dishonest prover can cheat, but it also retrieves the corresponding response
the prover must produce.

Therefore, we obtain a trapdoor X-protocol for the relation defined by (1),
by following Lyubashevksy’s framework and utilizing the randomness recovery
property underlying dual-Regev encryption scheme. The corresponding NIZK
argument system for (1) can be achieved via Fiat-Shamir transform with cor-
relation intractable hash functions of [19,64]. However, the resulting NIZK can
only achieve a weak-form of programmability as proven in [24], and might not
be enough for anonymity of group users. In particular, even for CPA-anonymity,
the zero-knowledge property of the NIZK argument obtained in the framework
of [19,64,24] is not sufficient for our construction, as it requires the ability to
modify the key of the correlation intractable hash function, which is chosen at
the time the group is set up.

To tackle the above issue, we turn to the stronger compilers of [45], which can
build a multi-theorem zero-knowledge and sound NIZK system generically from
any trapdoor X-protocol. In particular, they also provided a compiler turning
any trapdoor X-protocol into a simulation-sound NIZK under standard lattice

4 This is also known as optimal soundness [25].



assumptions. Looking ahead, our CCA-anonymous group signature employs the
latter along with the standard double encryption technique from [60].

Regarding the traceability of the group signatures, we note that since the
construction does not explicitly follow the generic BMW framework [5], trace-
ability is not directly reduced to the security of the employed digital signature
scheme. Furthermore, due to soundness slack of the NIZK system for relation (1),
an NIZK proof only guarantees that there exists (X,¢) such that R-X = ¢ t,
and that ¢ - ¢ has the form of a dual-Regev ciphertext. As a consequence, a ci-
phertext c¢ in the signature might not be well-formed and not decrypted to any
identity at all. As such, to argue traceability we directly reduce the adversary
to one which solves an instance of SIS problem.

DiscussioNns AND OPEN QUESTIONS. Our results significantly narrow the ef-
ficiency gap between group signatures in the standard model and those in the
ROM. However, there is still room for improvement. For instance, one could
further enhance the efficiency of the protocol in Section 3.2 by utilizing batching
techniques such as in [54], or working with structured lattices to extend the size
of the challenge space. Nevertheless, to the best of our knowledge these tech-
niques are not compatible with the trapdoor X-protocol framework. Therefore,
constructing a one-shot trapdoor X-protocol for lattice-based relations would
be an interesting direction for future research. Such a protocol, if it existed,
would immediately yield a group signature with efficiency rivaling that of its
counterparts in the ROM, in a way similar to the ring signature of [47].

Quite recently, there has been an interesting line of work generalizing group
signatures to privacy-preserving signature systems with advanced tracing capa-
bilities [16,61,62]. In this broader context, we hope that this work may motivate
further research into lattice-based constructions of these advanced primitives in
the standard model.

At the heart of our group signatures is a standard model NIZK proof of a valid
signature on a message for the JRS signature scheme. Upon closer inspection,
such an NIZK can be extended to prove knowledge of a valid message-signature
pair. Looking this way, the techniques presented in this paper may have poten-
tial applications in anonymous credentials [17,4], anonymous attestations [14],
decentralized e-cash systems [16], group encryptions [39], i.e., primitives relying
on NIZK proving possession of a message-signature pair as a building block. We
note that constructing any of these schemes from lattices in the standard model
remains an open question.

ORGANIZATION. The rest of the paper is organized as follows. Section 2 recalls
some definitions and results frequently used in the paper. Section 3 describes our
trapdoor X-protocol, which serves as a core building block for the CCA-secure
group signature in Section 4. Several supporting materials are provided in the
Appendix.



2 Preliminaries

2.1 Basic Notations

Throughout this paper, vectors are treated as column vectors and denoted by
bold, lower-case letters. Matrices are denoted by bold, upper-case letters. The
coordinates of a vector are indexed in an array-like manner, starting from 1; for
example, given an n-th dimensional vector v, then v = (v[1],...,v[n]). For two
vectors v, va; the concatenation is a column vector and denoted by (vq,va).

For n € N, we let [n] denote the set {1,...,n}. We let bin(n) € {0, 1}8"]
be the binary representation of n in little-endian, which satisfies n = bin(n)[1] +
bin(n)[2] - 2 + ... + bin(n)[[logn]] - 2/een1—1,

The ¢-norm and /-norm of x € R™ are respectively denoted by |/x||, and
x| .- For a matrix R = (r1|---|r,) € R*™™, we let |R|, be the operator
norm of the linear function defined by R. We have that |Rx||, < [|R]], ||x]|, for
any x € R™ and ||R||, < max; ||r;]|,.

For a finite set S, we let U(S) denote the uniform distribution over S. We
write < D when z is sampled from a probability distribution D.

2.2 Lattice-Based Cryptography
Hardness Assumptions We recall the SIS and LWE problems.

Definition 2.1. The SIS problem SISq ., m.B, where n,m are dimensions, q is
a modulus and B is a norm bound such that n < m and 0 < B < q, asks to find
z € Ly satisfying A -z =0mod q and 0 < ||z[|2 < B given A < U(Z}*™).

Definition 2.2. The LWE problem LWE,, 4., where n is a dimension, q is a
modulus and x is a distribution over Z, asks a computationally-bounded adver-
sary A to distinguish between m = poly(n) samples drawn from one of the two
distributions:

1. (A, As+emod q) for a secret s < U(Zy), a matriz A < U(Z7™") and an
error e <— x™;

2. (A,b) for AU (Z;”X”) and b U (Z7').

Gaussian and Statistical Lemmas The discrete Gaussian distribution on a
lattice A C Z! centered around ¢ € Z! with width ¢ > 0 is given by the mass
function

exp (—7||z — ¢[|?/20?)

> exp (=m|v —c|?/207)
veA

D/Lc,a(z) =

We write Dy, to denote the discrete Gaussian distribution centered at 0 with
width o. In the case A = Z!, we simply write D..

Lemma 2.1 ([3]). For any full-rank lattice L C R™ and any o > 0, we have
Pr(|v|| > ov/n] < 272" where v <+ D ;.

10



Throughout this paper, we use of a variant of Leftover Hash Lemma.

Lemma 2.2 (Adapted from [33, Lemma 1]). Let ¢ > 2 be a prime and D
be a distribution over Zy' with min-entropy k. For any € >0 and k > nlogq +
2log(1/e) + O(1), the statistical distance between the two distributions

{(A,A~ymodq):A(—U(ngm);y<—D},
{(A,u) : A(—L[(ngm) ;u(—U(Zg)}

is at most €.

Trapdoor Sampling We recall the notion of gadget matriz [59], that is a
matrix of the form

G = (Lo@ (12 ... 2lesal=1) [grnflozal) g g,

For a matrix A € Zy*™ where m > n[logq|, a G-trapdoor of A with an
invertible tag matrix H € Zy is a small-norm matrix R € Z™*" such that
A-R=H-G,, mod q. For sufficiently large m, we can efficiently generate a
near-uniform matrix A € Zy*™ along with a short G-trapdoor.

Lemma 2.3 ([59]). There exists a PPT algorithm TrapGen that takes as input
(1™,1™), a prime modulus ¢ > 2 such that m > 2nlogq, and an invertible tag
H € Zj. It outputs a matriz A € Zy™™ along with a G-trapdoor T € Z™*" with
tag H where w > nlogq, and that A is distributed statistically close to uniform

over Zy*™ and ||'T||, < O(v/nlogq).

TrapGen may work as follows: for a dimension n, a prime modulus ¢, a di-
mension m such that m = 2n[logq] + 2(\) where X is a security parameter
and a tag H € Z7, TrapGen outputs A = (A |HG,, ,,f105q] — AR) € Z7*™,
where A «+ U(ng(m_nﬂog‘mL R < U({0,1}(m—nllegal)xnllogal) Tt is easy to
see that T = (RT | Liriog (ﬂ)‘r e zmxnllogadl ig 5 G-trapdoor of A with tag
H and || T, < y/m —nflogq] = O(y/nlogq), and Lemma 2.2 implies that the
distribution of A is within a distance at most 2~ to uniform.

The result of [59] states that one can sample from any discrete Gaussian and
invert LWE samples provided a sufficiently short G-trapdoor.

Lemma 2.4 (Adapted from [59, Theorem 5.1]). Given a matric A €
Zy*™, a G-trapdoor T € Z™*" of A with tag H € Zy*", where w > nloggq,
there exist PPT algorithms Invert and SampleD that with overwhelming probabil-
ity over all random choices, do the following:

— Ifb=AT.s+emodq, wheres € Z7 and |le| < q/ <2\/5 1+ ||T||§>,

the deterministic algorithm Invert(R, A,b) outputs s and e. Otherwise, it
outputs L.

11



— For anyu € Zy and any o > O(1) - /1 + ||RH§, the randomized algorithm

SampleD(T, A, u, s) output s € Z™ from a distribution within a statistical
distance 2=°(") to D™, conditioned on A -s =u mod q.

o’
The security argument of our construction implicitly uses the following result.

Lemma 2.5 (Adapted from [21, Theorem 3.4]). Let n,q,m,k, s be positive
integers such that m > 2nlogq and s < k. Let ¢ > w(y/logm) be a Gaussian
width. For any u € Z7' and uniformly distributed A = (Ay | Ag) € Z3*M™, where
Ay € Z7*™ and Ay € Z:}X(kf‘q)m; consider a (possibly inefficient) algorithm

that: (i) samples x1 plE=em. (ii) samples xo < D™ conditioned on A1x; =

u — Ayxo mod g; (iii) outputs x = (X1,X2). Then the output x is distributed
within a statistical distance negl(n) to D™, conditioned on A - x = umod q.

Rejection Sampling The trapdoor X-protocol in Section 3.2 will make use of
rejection sampling technique [54].

Lemma 2.6 (Adapted from [54, Theorem 4.6]). Let V C Z! of which all el-
ements have norms at most T, let o be a real number such that o = w(T+/logm),
and h : V — [0,1] be a probability distribution. Then, there exists a real number
M such that the distribution of the following algorithm A:

1. v hz D,

2. output (z,v) with probability mi Ml
. output (z,v) with probability min MDDl ()’

27w(10g ™m)

18 within statistical distance i from the output distribution produced by

the following algorithm F:

1. v+ hjz + D!
2. output (z,v) with probability 1/M.

Moreover, the probability that A outputs something is at least %ﬁogm) More

concretely, if o = T for any positive a, then M = 612/0‘24'1/(2“2), the output of
A is within statistical distance 270 /M of the output of F, and the probability

1_9—100

that A outputs something is at least

2.3 Trapdoor X-Protocol

We recall the notion of X-protocols in the common reference string (CRS) model.
Definition 2.3 (Adapted from [19]). Consider a language £ = (L, Lsnd)
associated with two NP relations R,x, Rena. A 3-move interactive proof system

IT = (Genpar, Geng, P, V) in the common reference string model is a X-protocol
for L if it satisfies the following conditions:
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— The PPT algorithm Genpar(l/\) on input a security parameter A € N outputs
public parameters par.

— The PPT algorithm Geng(par,infor), on input public parameters par and
a language-specific information infos, outputs the language-reference string
crse of the full common reference string crs = (par,crsg).

— 3-Mowve Form: P and V both take as inputs crs = (par,crsz), with par
Genpar (1) and crsg + Geng (1%, L), and a statement x and proceed as fol-
lows: (i) P takes as input w € R (x), computes (a, st) < P(crs,z,w) and
sends a to V; (ii) V sends back a random challenge Chall from the challenge
space C; (ii) P finally sends a response z = P(crs, x, w, a, Chall, st) to V; (iv)
On input of a transcript (a, Chall,z), V outputs 1 or 0.

— Completeness: If (x,w) € R,k and P honestly computes (a,z) for a chal-
lenge Chall, V(crs, z, (a, Chall,z)) outputs 1 with probability 1 — negl()\).

— Special zero-knowledge: There is a PPT simulator ZKSim that, on input
a crs, a statement x € L,x and a challenge Chall € C, outputs (a,z) +
ZKSim(crs, x, Chall) such that (a,Chall,z) is computationally indistinguish-
able from a real transcript with challenge Chall (for w € Rk (z)).

— Special soundness: for any common reference string crs < Gen(1%), any
x & Lgna, and any first message a sent by the prover, there is at most one
challenge Chall = f(crs,z,a) for which a valid transcript (crs,z, a, Chall, z)
exists for some third message z. The function f is called the “bad challenge
function” associated with II. That is, if x € Lsna and the challenge differs
from the bad challenge, the verifier never accepts.

The notion of trapdoor X'-protocol was proposed by Canetti et al. [19], formulated
as follows:

Definition 2.4 (Adapted from [19]). A X-protocol IT = (Genp,r, Geng, P, V)
with bad challenge function f for a trapdoor language £ = (Lx, Lsna) is a trap-
door X -protocol if it satisfies the properties of Definition 2.3 and there exists
PPT algorithms (TrapGen, BadChallenge) with the following properties:

— TrapGen(par,info.) is a randomized algorithm, on input public parameters
par and an information infos, outputs the language dependent part crsp of
the common reference string crs = (par,crsz) and a trapdoor Ts € {0,1}¢~
for some €. (X).

— BadChallenge(7s, crs, x,a) on input a trapdoor 7s;, a CRS crs = (par,crsz),
an instance r and a first-move message a, outputs a challenge Chall.

We require the following:

— CRS Indistinguishability: The distributions of crsz, output from Genpyr
and TrapGen are indistinguishable.

— Correctness: For any © & Lgna; all pairs (crsz, 7s) < TrapGen(par,info.)
and any prover’s first-move message a, we have that

BadChallenge(7s, crs, z,a) = f(crs, z, a).

13



In a trapdoor X-protocol, for any false statement = & Lg,q there exists at most
one challenge that prover can response; such challenge can be efficiently com-
puted by BadChallenge algorithm, given as inputs a trapdoor information 7 (that
may depend on the crs), a false statement x & Lq,q and a first-move message a.

2.4 Correlation Intractable Hash Functions

We provide the definition of correlation intractable hash functions following
Canetti et al. [19]. They considered a class of a binary relation R C X x Y
that is unique-output, i.e. for any x € X, there is at most one y € ) such
that (z,y) € R. Such a relation R is efficiently searchable in time T if there
is a function f efficiently computable in time T such that if (z,y) € R then
f@)=y.

For a unique-output, efficiently searchable relation R, a hash family H that
is correlation intractable w.r.t R satisfies that, for a hash function h with key
k generated from H, it is computationally hard for a PPT adversary to find
(x,y) € R, such that h(k,z) = y. More formally, let A € N be a security
parameter. A hash family with input length n()\) and output length m(\) is
a collection H = {hy : {0,113 x {0,1}"N — {0,1}N} of keyed functions
realized by efficient algorithms (Gen,Hash) where Gen(1*) outputs a key k €
{0,1}*™) and Hash(k, z) computes a hash value hy(k, z).

Definition 2.5 ([19]). For a relation ensemble {Rx C {0,1}"™ x {0,1}™M},
a hash function family H = {hy = {0,1}*}) x {0,1}"N) — {0,1}mN} 4s R-
correlation intractable if, for any PPT adversary A, we have

Pr[k + Gen(1),z < A(k) : (z,hx(k,z)) € R] = negl()\).

[19] also considered a stronger definition of somewhere statistically correlation
intractable for a hash family H. Namely, the family H has two indistinguishable
key generation algorithms KeyGen and StatGen; and with high probability over
the hash key k output by StatGen, there is no x € X such that (z, h(k,x)) € R.

Definition 2.6 ([19]). Given a collection of relation ensemble R, a hash family
H is somewhere statistically correlation intractable w.r.t. R if there is an efficient
fake key generation algorithm StatGen with the following properties:

— StatGen(1*,aux) takes as inputs a security parameter X and an auziliary
input aux. It outputs a hashing key k;
— For any R € fR, there is an auziliary input auxg with these properties:
o Key indistinguishability: The distributions {k : k < Gen(1*)} and
{k : k + StatGen(1*, auzr)} are computationally indistinguishable.
e Statistical Correlation Intractability: With high probability over the
choice of k + StatGen(1*, auxg ), no pair (k, h(k,x)) satisfies R, i.e. we
have

Pr Bz € {0,1)"™ : (2, h(k,2)) € R] < 2720,

k+StatGen(1*,auxwr)
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— Universality: for any A € N, input x € {0,1}", and output y € {0,1}™, we
have Pr[h(k,z) = y | k + Gen(1*)] = 2—™.

— Programmability: there exists an efficient algorithm Sample(1*,z,y) that
samples from the conditional distribution {k < Gen(1*) | h(k,z) = y}.

Peikert and Shiehian [64] provided a construction of somewhere statistically
correlation intractable hash functions for efficiently searchable relations. Their
construction is based on the GSW fully homomorphic encryption scheme [32]
and relies on LWE with a polynomial approximation factor.

2.5 Group Signature

We use the syntax and security definitions of group signatures of [5]. A group
signature scheme GS = (KeyGen, Sign, Verify, Open) counsists of a tuple of four
PPT algorithms:

— KeyGen(1*,1V) takes 1* and 1V as inputs, where A\ € N is the security
parameter, and N € N is the maximum number of group members. It returns
a tuple (gpk, gmsk, gsk) where gpk is the group public key, gmsk is the group
manager secret key, and gsk is an N-vector of secret keys, in which the
component gpk[j] is the signing key of the j-th user, for j € [N].

— Sign(gpk, gsk[j], M) takes the group public key gpk, a signing key gsk[j] and
a message M € {0,1}* as inputs. It outputd is a signature X € {0,1}* on
M under gpk.

— Verify(gpk, M, X) is deterministic and takes the group public key gpk, a mes-
sage M and a signature X. It outputs either 0 (reject) or 1 (accept).

— Open(gpk, gmsk, M, ) is deterministic and takes as inputs the group public
key gpk, the group manager secret key gmsk, a message M and a valid group
signature X w.r.t. gpk. It returns an index j € [N] or a special symbol L
indicating failure.

Correctness states that for all (A, N), all (gpk, gmsk, gsk) < KeyGen(1*, 1V),
all indexes j € [N] and messages M € {0,1}*:

Verify(gpk, M, Sign(gpk, gsk[j], M)) = 1;
Open(gpk, gmsk, M, Sign(gpk, gsk[j], M)) = 7,

with probability negligibly close to 1 over the random coins of KeyGen and Sign.

The security requirement of group signatures is discussed in Appendix A.1.
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3 A Trapdoor Y-Protocol for Linear Relation and
Dual-Regev Ciphertexts

3.1 Overview

As a building block of the group signature scheme in Section 4, we construct an
NIZK proving statement (R, t,c1,¢3) € Z(’;Xl X Ly x ZZ]”‘H X Z;”‘H such that

t =R -x mod g, (3)

Vie[2:e = (gi) rite+ (Lq/;I?J .X) mod ¢, (@)

where x € Z'; v,y € Z7; €1, ey € ZM Y satisfying x|, < B; |lelly, [lezll, <
Be. Equivalently, the NIZK proves the existence of a short witness x satisfying
a linear relation R - x = t mod ¢, and that two dual-Regev ciphertexts cq, co
encrypt x.

We start with constructing a trapdoor X-protocol proving (3) and (4), then
convert it into an NIZK via the compiler of [15]. As (3) and (4) are linear
relations with some norm constraints over the witnesses, it suffices to apply
Lyubashevsky’s X-protocol [53,54]. In this X-protocol, the prover produces a

reSponse (Zy, Zy, , Ze, » Zr, , Ze, ) Satisfying

a+c-t=R-zx modgq,

U’ o™
Viel2]l:v,+c ¢ = ) 2e + Ze, + mod ¢;
2 (VJ ) e (Lq/2KJ ) !

where ¢ is a verifier’s challenge and (a, v1, va) is the prover’s first message. Thus,
assuming there is a trapdoor for randomness recovery in dual-Regev encryption
scheme and that the parameters are set appropriately, then given a “ciphertext”
v; + ¢-c mod ¢, we can recover the pair of encryption randomness and plaintext
(zx, Zr,;, Ze,) to decide if it is a valid response or not. This serves as the key idea
for designing the bad challenge finding algorithm.

We remark that in the proposed X-protocol, the matrix R is allowed to be a
part of prover’s statement, where the dual-Regev public keys {(U;, V) }icjo) are
part of the language reference string and are generated along with the CRS.

3.2 Description of the Protocol
We give the details of the trapdoor X-protocol proving (3) and (4) as follows:

— Genpa,(lk) on input a security parameter A € N, choose large prime modulus
q € poly(}), dimensions n = O(A),m = 2n[logq| + £2(A\) and [ = poly(}N).
Output par = {q,n,m,[}.

— Geng(par,info,) takes as input public parameters par, a language-dependent
information info, specifying a norm bound B > 0. The algorithm performs
the below steps:
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1. For i € {1,2}; sample U; « U(ZI*™), S; «+ {0,1}™*(") and let

V;=U;-S;mod q € ZZX(mH). The pair (U;, V;) defines the public-key
of dual-Regev encryption scheme and the matrix S; defines the corre-
sponding decryption key;

2. Choose a distribution x over Z for sampling encryption randomness. We
require that there is a bound Be = poly(\) such that for e «+ Y™ %!, we
have that ||e||, < Be except with probability negl(\);

3. Choose a positive integer C' = poly(\) defining the challenge space C =
{0,1,...,C} and chooses a Gaussian width o > 0 and a small parameter
v > 1 such that

a=C-+/B?+2B2 -~ (5)

and set M = exp(12/9? + 1/(2+?)). The parameter M dictates the re-
jection rate of the protocol.
4. Choose an integer K = poly()) that satisfies

oVl < K/2, avm+1< q/4K. (6)
and
avm+1-y/m—nllogq] < q/2V5. (7)
Let

Crsg = ({(Ui7Vi)}iE{1,2}7B7XaBeaCaa7K) B

and output crs = (par,crsz). The string crs, defines the language £ =
(Lx, Lsna), where

Ly ={(R,t,c1,c2) € ZZXZ X ZZ X ZT+Z X Z;nJrl :

3(x,r1,e1,12,€2) € Z X L7 x M X Z x 2 st

. U/ (g
(t=R-xmodq) A <Vz €2:¢c; = (VZT> T+ e+ <Lq/2KJ ~x) modq)
Aixlly < BAfledlly < Be A flez]l; < Bet,

(®)

and

Lona = {(R,t,c1,¢2) € Z0*! x Z x 27" x 70+

(C,X,T1,81,T2,8) € [C] x Z' x Z) x Z™T < 70 x 2™ H st

(c-t=R-Xmod q) A (We 2]:¢-¢c; = (g;) T +€ + (LQ/QOIZLJ _X> modq)

LLJ

ARy < 20VTA &1y < 2avVm + 1A |2, < 2avm + 1},
)
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— TrapGen(par, £) is identical to Geng, the difference is that it samples the
matrix U; € Zy*™ along with a G-trapdoor T; € {0, 1}mxnflogdl hy using
the algorithm TrapGen of Lemma 2.3. It sets the trapdoor 7 = (T4, T3). We
remark that for ¢ € {1,2}, we have ||T;||, < y/m —n[loggq| = O(y/nlogq).

— P(ers, (R, t,c1,c2), (x,1r1,€1,Tr9,€2)) and V(crs, (R,t,c1,co)) take as com-
mon input a CRS crs = (par,crsz), a statement (R, t,co,c2) € ZZXZ X Ly %
ZZ”Z XZ;"“. The prover P takes as private input a witness (x,ry,e1,rs,e2) €
L X L3 x 2T X Z x 2 and interacts with verifier V as depicted in

Figure 1.

P(erse, (R, t, c1,€2), (x,11,€1,12, €2))

Uy ’Df!:, Ue, 'DZH'Z; Ug, D,’f"”
ny. n
— Z/{(Zq),ur2 “— L{(Zq)

a:=R-uxmodgq

uy,

om

Vi€ [2],v; = (51) Uy, + U, + (Lq/zKJu

Zx = Ux +C-X
Vi € [2],2Ze, :=Ue, +C-€;
Vi € (2], 2y, :=uy, + ¢ 1; mod ¢

z = (2x, Ze, s Zo,)

I - D2m+3l

) mod ¢

(a,v1,v2)

p2mt3l
With prob. 1 — min ﬂim(z), 1]:
M

a,c(s,e1,ez)

z:= 1

Fig. 1. Y-protocol proving £

(2, Ze, , Zry)

Accept iff:

l.z# 1

V(erse, (R, t,¢1,¢2))

-« UIC)

2. |1zxll2 < oV, ||Ze, l2 < @Vm + 1, ||Ze, |2 < av/m +1

3.at+c-t=R-zx modgq

4 Vie2l:vitce ¢

om

u/
= (VI) Zy, + Ze, + (Lq/QKJZ,) mod q.

— BadChallenge(r, crs, (R, t,c1,c2), (a,v1,va)) takes as input a trapdoor 7 =
(T4, T2) € ({0, l}mX"DOgQ])Q, acrs = (par,crsz), astatement (R, t,c1,c3) €
LZp<tx 27 X 2 x 2 and a first-move message (a, vi,va) € Z7 x ZH x
Zyt . Then for i € {1,2}, the algorithm does the following
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1. Foreache¢; € C ={0,1,...,C}, compute v;+c-¢c; mod ¢ = (u(l)’ ugz)) €

(2

L x Zfz. Then decide if there exist z,, € Z]' and zg) € Z™ such that
ugl) =U/ -z, + Zg) mod g, (10)

i

z&j) ’ < av/m + l. This is done using algorithm Invert of Lemma 2.4.
2

Note that, as | T;|, < /m —n[logq] and avm +1-+/m —nflogq] <
q/2V/5 (7), algorithm Invert correctly recovers z,, and z,(gli) if they exist.

2. For each tuple (ci,zri,ze,li)) found in the above step, test if there exist
zg) € 7' and z,(f) € 7! such that

and ’

uf? =V -z, mod g = q/2K] -2 + 2, (11)
and that ‘zﬁf) ‘2 < a\ﬁ7 ‘ zg) ‘2 < av'm + 1. From (6), we have aVi <

K/2 and av/m + 1 < q/4K. Therefore the pair (zg(l)7 zg)) is unique if it
exists, and can be recovered by using Euclidean algorithm.

3. For each tuple (ci,zr“zg),zg),z,(f)) found, parse zo, = (z.(ali),zg)) €

Zm*!. Decide if ||ze; ||, < a-v/m +1 and if
a+c-t=R- 2z modq. (12)

Let C; be the set of all candidates (¢;, z,m.,,z‘(gli)7 zg), z,(f)) found after the
three steps above.
Finally, the algorithm decides if there exist (¢, zrl,zéll), Zg), chl)) € C; and
(cQ,zrz,zgz),zg),zg)) € Cy such that ¢; = ¢o and Z,(<1) = zg). Return L if
they do not exist, otherwise return ¢ = ¢; = cso.

Proposition 3.1. The protocol in Fig. 1 is a trapdoor X-protocol for the lan-
guage L = (L, Lsna) specified by (8) and (9).

Proof. We show that the conditions in Definition 2.4 are satisfied.
CRS indistinguishability. The distribution of (Uy, Us) output by TrapGen is

at a distance at most 27 to uniform (Lemma 2.3). It follows that the CRS
distributions of TrapGen and Gen, are statistically indistinguishable.

Completeness. From Lemma 2.6, the probability that z # L is at least (1 —
27100y /M. Moreover, as (zx,Ze, ,Ze,) follows a distribution statistically close
to D3MF2L we have that [|zx|l, < aVi and ||Ze, |y, ||Ze|ls < av/m +1 with
overwhelming probability (Lemma 2.1). Finally, as zx = ux+c¢-X, Ze, = Ue, +C-€;
and z,, = u,, + ¢ - r; mod ¢, we can verify that

a+c-t=R-zx modgq,

Vie[2]:vi+ec ¢ = U, “Zy, + Ze, + o” mod ¢
c vV 4 VzT r; e; LQ/2KJZX .
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Special soundness. It suffices to prove that for a statement (R, t,c1,c2) € ZZ”XZ X

27 < (2)? and a first-move message (a, vy, va) € Z2x (Z7"1)2, if there are two

distinct challenges ¢, ¢’ € C = {0,1,...,C} with corresponding valid responses
(Zx, Zo, » B, By, Zry) € 21 x Z™H X Ly % ZmH % Zy

/- l / / l m+1 n m+1 n.
(23 Zo,» By, s Zoys Zy,) € L' X 1 X Ly XL X Ly

then (R, t,c1,¢2) € Ling (as specified by (9)). Note that we have

at+c-t=R-zxmodgq (13)
Viel2]:vitc-c;= U; “Zy, + Ze;, + or mod g; (14)
- Vg 7 VZT r; e; |_q/2Ksz )
and
a+c-t=R-z, mod g, (15)

Vie2]:v,+c ¢ = ur -zy, + 2, + o mod g. (16)
% 7 VZT r; e; LQ/2KJ . Z;
Let ¢ = c— ', 8 = zs —z}; and for i € [2] let € = 2z, — 2, and T; = 2, —
z,, mod q. It follows that ||5]| < 2aV/1, |&;]| < 2av/m +1 and ¢ € [-C,C]\{0}.
By subtracting (13) and (15), and subtracting (14) and (16), we obtain

¢-t=R-smod g, (17)

ViE[Q]:C.Ci:($§>'ri+ei+<tq/§;{lJ.s> mod g. (18)

Therefore, (17) and (18) imply that (R,t,c1,¢2) € Lgna. In other words, if
(R, t,c1,¢2) € Lgna, for any first-move message (a, vy, va) there is at most one
challenge admitting a valid response.

Correctness of BadChallenge. For a statement (R, t,c1,¢2) € Lgnq and a first-
move message (a, vy, va) € Zy X (ZZH‘Z)Q7 there can be at most one challenge ¢
admitting a response (zx, Ze, , Zr, s Ze, s Zr, ) Satisfying

a+c-t=R-2zx mod g, (19)

Vie2l:vi+tc-ci= ur “Zp;, t Ze;, + o ; (20)
) 7 V;F r; e; |_Q/2KJZX 9

where ||zx|l, < a - V1 and |ze,|l, < a-vm+1. Note that, if there is a tuple

(¢, (Zy,;, zéli), zg))ie[z] ,Zx ) surviving all the steps of BadChallenge, then it satisfies
the equations (10), (11) and (12). These equations imply (c, ((zr,, Ze, )ic[2], 2x)) is
a pair of challenge and response satisfying (19) and (20), where ze, = (zg), zg))
Therefore, running BadChallenge on (R, t,c1, c2) € Lsna and any first-move mes-
sage (a,vi,va) € Z2'x (Z7)? should return the unique bad challenge if it exists.
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Furthermore, the steps of BadChallenge runs in polynomial time and correctness
then follows.

Special zero-knowledge. We construct a simulator that takes as input crs, a state-

ment (R, t,c1,c9) € Zg“ x Ly x (Z;”+l)2, a challenge ¢ € C = {0,1,...,C} and
returns a pair ((a,vi,va), (2, 2y, , Zs,)) of prover’s initial message and response.

The simulator proceeds in the following steps:

1. Sample z <+ D?m+3l 7, «+ U(ZY), Ze, < U(ZY);
2. Parse z = (2Zx, Ze, , Ze,) € Z' x (Z™*1)? and compute

a=R-zx—c-tmodgqgeZ;

. U/ o™ _—
Vie2]:v; = V7T ) i Ze t l¢/K| -2 —c-cimod g € Zy™.

3. Output ((a,v1,v2), (2, Zr,, Zr,))-

In a real execution of the protocol, the distribution of z is within statistical
distance 27109/M from D2"+3! (Lemma 2.6). Moreover, the response z,, =
u, + ¢ - rmod q is distributed uniformly over Zj since the mask vector u,
is uniform. Since (a,vi,v2) is uniquely determined from the challenge ¢ and
response (2, Zy, , Zr, ), the distribution of ((a,vi,v2), (2, 2z, , 2r,)) output by the
simulator is statistically close to a non-aborting transcript from a real protocol
execution with c. a

We remark that the X-protocol of Fig. 1 admits a non-negligible complete-
ness error and is not fully compatible with Definition 2.4. Nevertheless, in the
resulting NIZK from Fiat-Shamir transformation, a prover can simply restart
any aborting instance during parallel execution.

4 A Group Signature Scheme with CCA-Full Anonymity

4.1 The Underlying NIZK Argument System

We presented an NIZK argument system serving as a building block in our group
signature scheme with CCA-anonymity. Looking ahead, in the scheme presented
in Section 4.2, signers need to prove in zero-knowledge statements defined by
the following language

= {(b,d,t,c1,¢2) € Zy x Z7 x LY x LT g2m Akt
A(s, id, Tia, {(ri, €i) Yieqr,2}) € Z™ X [N] X [grag] X (2] x sz+k+z)2 s.t.
t=A -s+id-b+ 79 -dmod q
. U/ o™
AYie[2:c; = (Vj) -T; +e; + (Lq/ZKJ (s, bin(id),bin(ﬂd))) mod g
Allslly < Bs Allei]ly < Be A llezll < Be},

where:
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— The matrices A € Zy*™; Uy, Uy € Zy™™; V1, V3 € Zflnx(mﬂg%) are parts
of group public-key; here (U, V1) and (Us, V) are public keys of dual-
Regev encryption;

— b,d,t € Zj are vectors that can be computed from a user’s signature;

— The positive integer N = 2¥ — 1 denotes the maximum size of the group;

— The integer id € [N] is a user’s unique identifier and bin(id) € {0,1}* is the
corresponding binary representation.

— The positive integer g < ¢/2 specifies the tag space in JRS signature [30].
We require that giag = 20 —1;

— The integer Tig € [grag) is the tag in the JRS signature and bin(rig) € {0, 1}¢
is its binary representation.

In essence, the relation £ captures the well-formedness of a signature, which
requires:

— User id has a short vector s and a tag 7y satisfying a linear equation t =
A-s+id-b+ 74 -dmod g;

— Two dual-Regev ciphertexts ¢, c2 encrypt a same plaintext (s, bin(id), bin(7q)),
with respective randomnesses (r1, e1) and (ra, es)

We construct a trapdoor X-protocol proving £ from the blueprint provided in
Section 3.2. Such a X-protocol is obtained by rewriting the constraints defining
L2 as

t=(A|F|H)-(s,bin(id), bin(riq)) mod ¢,

Vie[2]:c; = U’y +e; + o d o
pellrec={yr ) mtet{gaK) - (s.bin(id),bin(ra)) ) ™01
where F= (b |2-b[.--|287"-b) € Zp** and H= (d [2-d|---[27"-d) €

2. The prover then proves the existence of s € Z™; bin(id) € {0, 1}*; bin(r4) €
{0,1}% ry,1y € Zy and ey, ey € 72kt satisfying (21), using the trapdoor
X-protocol in Section 3.2. Finally, we convert the X-protocol to a one-time
simulation sound NIZK by the compiler of [415].
Proposition 4.1. Let A be a security parameter; g € poly(\) be a large prime
modulus; n = O(\); m = 2n[logq| + 2(\); A € Zy*™; N = 28 — 1 and
Gtag = 2¢ —1 be positive integers, and Bs > 0 be a norm bound. Then there exists
a one-time simulation-sound NIZK argument system for the language L =
(L2, L52) defined as follows:
g2 ={(b,d,t,c1,c0) € LI X L} x L x Z2TRHE s 2m AL
(s, id, g, {(ri, €:) bieq1,2)) € Z™ X [N] X [grag] ¥ (Zy % Z2m T st
t=A s+id-b+74-dmodgq
. T om
e )z () vt et (Lo o inGe binr)) "0
Allslly < Bs Allell, < Be A fleally < Bel,
(22)
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and
L53 ={(b,d,t,c1,05) € Z x Zy x L x LI o Z2m AR
3(©, (5,5, 5n, ), 1d, Tia, { (Ti, €) Yieq1,2y) € [C] X Z™THHE X 722 x (Z4 % szJrkH)z s.t.
c-t=A-5+id-b+7iy-dmodg
. (Ul o 0"

AVie2]:C-¢c; = <V1T> ‘T, +€ + (Lq/QKJ . (S,Sid,Snd)> mod ¢

A (8,5id,Srg)lly < 20vVm 4k + £

Allellly < 2av2m + k+ LA |lez]l, <2av2m+k+ ¢

Aid = (]‘ ‘ 2 | '“|2k_1) "Sid ATid = (1 | 2 ‘ ‘ 2£—1) .g"'id}7

(23)

where for i € {1,2}, (U;, V;) € Zy*™ x ZZX(QW—%H) defines a public key of
dual-Regev encryption scheme. The parameters Be,C, o, K satisfy

a=C-+2B2+B2+k+(-0(1),
and

avm+k+L< K/2; avV2m+k+L<q/4K;
aV2m+k + € -\/m —nflogq] < q/2V5.

Proof. We shows that a trapdoor X-protocol for £ exists, an NIZK argument
system is then obtained by applying the compiler of [45].

We apply the trapdoor X-protocol in Section 3.2. Namely, we execute the
algorithm Gen, on input public parameters par = {q,n,m,l = m+k + ¢}. Next,
let the language-specific information info, be the matrix A and the ¢s-norm
bound B = /B2 + k + ¢, we run algorithm Gen, to obtain

CrSpea = (A’ {(Ui,vi)}ie[z],B,X,Be7C,Oé,K) .

Note that conditions (5) and (6) impose the following constraints:

a=C-\2B2+B2+k+(-0(1),

and

avm+k+L< K, a-V2m+k+{<q/dK,

and

aV2m +k+€-y/m—nllogq] < q/2V5.

The string crsgc fully determines the language £ = (L2, L2

statement (b,d,t,cy,ce) € L2, we rewrite the equation

). To prove a

t=A-s+id-b+ 7q-d mod g,
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as t = R (s, bin(id), bin(7i4))) mod ¢ where
R=(A[(b]|2:b|--- |25 .b)|(d|2-d]|-- |2 -d)) |e Zp*(mHhth),

Then run the prover of the X-protocol in Section 3.2 with the transformed
statement (R, t,c1, c2) and witnesses x = (s, bin(id), bin(74)) € Z™+*+¢ e, e €
72kt and ry, 1y € Z7! satisfying (21).
From the definition of Lgq in (9), soundness is guaranteed for statement
(b,d, t,cy,cs) satisfying
¢c-t=R-Xmodgq,

Vi€[2]:c-ci:(Ui1>~ri+ei+< o ) mod q.
Vi lg/2K] - X

where ¢ € [C], ||X|l, < 2avm +k+ ¢ and ||€1]|,, |[€2]], < 2av2m +k + ¢ and
R=(A[(b]|2-b|-- |25 1.b)|(d|2-d]| - |27 d)) e Zpx(mTrth),

By parsing X = (8, 8i4,8r,) € Z™ x ZF x Z' and rewriting two equations above,
we obtain

¢-t=A-5+id-b+7Tig-dmodg,

Vie2]:T-¢c; = ur ‘T €+ o od

! e VZT ' ’ LQ/QKJ : (§7§id)§7id> et d
where id = (12| --- |2 1) -Sgand g = (1| 2| --- | 271) - 5,,. This shows
that (b,d,t,cq,c2) € LS as defined in (23). O

We remark that the above NIZK argument system only guarantees that ¢-cy
and ¢ - ¢y are well-formed dual-Regev ciphertexts for some small scalar ¢. This
serves as an important technical point for arguing traceability, as the reduction
needs to decrypt the multiple ¢ - ¢ to extract an SIS solution. Additionally, as
an adversary against CCA-full anonymity can open signatures of its choice, the
parameters must be set so that the technique of switching decryption key [60]
does not lead to inconsistency in the output of opening oracle.

4.2 The Construction

Let A be the security parameter and let n = O(A) be a lattice dimension. The
scheme works with group size N = 2¥ — 1 € poly(\) and depends on parameters
and distributions described below:

— A sufficiently large prime modulus ¢ € poly()), we require that N < ¢/2;

— A dimension m = 2n[logq]| + 2(X\);

— A small Gaussian width o = O(y/nlogq), this parameter dictates the length
of user’s secret key;

— A Gaussian width oggn > O(1) - 0/m;
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— A norm bound B = 04igy, - V3m;

— A positive integer grag = poly(A) specifying the tag space in JRS signature
scheme [36]. We require that giag = 2°—1 for some ¢ € Z and that guag < q/2;

— A integer ¢y, = poly()) specifying the maximum bit-length of messages;

— A distribution yx over Z, we require that there exists Be = poly(A) such that
elements sampled from y?"+**¢ have f5-norm bounded by B, with over-
whelming probability. The distribution y is used for sampling randomness
in dual-Regev encryption;

— A positive integer C' = poly()) defining the challenge space of the trapdoor
J)-protocol presented in Section 3.2;

— A width « > 0, defining the distribution of responses in the trapdoor X-
protocol presented in Section 3.2;

— An integer K = poly()) that defines the plaintext space of the dual-Regev
encryption scheme;

— An integer k = ©(A/log())), which is the number of repetitions of the
trapdoor X-protocol.

We remark that x,C,« and k are chosen by setting up the common reference
string of the NIZK argument system for the language £°“®. By Proposition 4.1,
these parameters should satisfy:

azC-¢ﬂ£+B§+k+ﬂou)=C-¢ﬂ£+3ﬂ m+k+0-0(1), (24)

sign
and

avm+k+lL<K/2; o -V2m+k+{<q/AK,
a-V2m+k+L-\/m—nflogq] < q/2V5.

For traceability proof we require stricter conditions

20vVm+k+€<K/2; 2a-Vm+k+L-V2m+k+1{<q/AK,
a-V2m+k+L-\/m—nflogq] < q/2V5.

(25)

For the correctness of opening algorithm and for anonymity proof we require
that

C-2avm+k+Ll+a)<K/2, C-2avVm+k+V/2m+k+{ < q/SKC.
(26)

The parameters of the NIZK argument system are set up so that (24), (25)
and (26) are met. We remark that, (26) implies the first two constraints of (25).
We describe the algorithms underlying our CCA-secure group signature:

— KeyGen(1*,1V): Given a security parameter A and the desired number of
group members N = 2¥ — 1 € poly()\), which defines the identity space
ID = [N], the algorithm chooses parameters and does the following:

1. Sampleu < U(Z2), A « UZ2*™), T « U{0,1}™*™), C U (Z7*™).
Let B = —AT mod q € Z*™;
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2.

3.

Let

Choose a positive integer £y, = poly()) specifying the message space
{0,1}%=, then sample a matrix D « U (Z}*"™);
For each user id € [N], generate signing key for id by forming the matrix

Ay = (Alid - Gy, — B) € Z27?

and sampling a matrix R;q € Z™*™ so that Ajq-Riqg = C mod ¢ and the
columns of R;y are independently distributed as D AL (Aig),o This is done
by running algorithm SampleD of Lemma 2.4 with T as a G- trapdoor of
Ajq. Then set gsk[id] = Rig.

We remark that (Aig | Gy, — C) admits (Rid) as a G-trapdoor.

L,
Generate a common reference string crs of the simulation-sound NIZK
argument system of [15] (see Appendix B.3)as follows:

e Run algorithm Gen, of the trapdoor X-protocol in Section 3.2; using
public parameters (¢, n,m,l = m+k-+¢) and language- spemfic norm

bound B=+/BZ2+k+¢=,/3 Slgnm+k—|—€ Let

Crsg = ({U7 V}i€{1,2}7 Ba X5 Be? Ca «, K)

be the output and let S1,Sy € {0,1}™*(m+k+0) be the two dual-
Regev decryption keys generated during the execution of Gen,. Set
gmsk = Sy;

e Choose a strongly unforgeable one-time signature scheme IT°% =
(G,S,V) with verification keys of length £y € poly());

e Choose a Rpgm-lossy encryption scheme

RLPKE = (Param, KeyGen, LKeyGen, Enc, Dec, Open, LOpen),

for relation Rgm : K x T — {0,1} ) defined by an admissible hash
function AHF : {0, 1} — {0,1}%". We assume that the space Zy x
(Zg’”*’”e)2 of first-move messages in the trapdoor X-protocol of
Section 3.2 can be embedded to the message space of the Rgy-lossy
encryption scheme.
The algorithm then generates public parameters I' < Param(1%),
chooses a random initialization value K < K and generate lossy
keys (pk, sk, tk) < LKeyGen(I', K).
e Generate a key k + Gen(1) of a somewhere CI hash function family.
e Choose a number of parallel repetitions k = @(A/log())).

gpk = (u,B,C,D, A, {U;, Vi}icq1,23, B, X, Be, C, a0, K, pk, AHF, II°% k. k).

Crsocca

crs

The algorithm outputs (gpk, gmsk, {gsklid]}iae[n)-
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— Sign(gpk, gsk[id], m): A user id initializes a private state 74 + 0. To sign a
message m € {0, 1}%m the user retrieves gsk[id] = Rig and does the following:
1. Check if Tig < gtag, return L if it is not the case;
2. Set T4  Tig + 1, then create a JRS signature with tag 7;4. This is done
by sampling a vector x from the distribution Df;:’; conditioned on

(Aig|7g-G—-C)-x=u+D-mmod q.

The vector x is sampled by executing algorithm SampleD of Lemma 2.4,
using the G-trapdoor of (A4 |G — C);

3. Parse x = (s,81,82) € Z™XZ™ xZ™. For i € {1,2}, encrypt the message
(s,bin(id), bin(ri¢))) € Z™ x {0,1}* x {0,1}* under dual-Regev encryp-
tion scheme by sampling r; < U(Z), e; < x> and outputting a
ciphertext

c; = u’ ‘T;t+e; + 0™ mod g €
= \vT ) TS | g/2K | - (s, bin(id), bin(Tiq)) q
4. Compute t =u+D - m+B-s1+C-s; € ZZL, b = G, xm -s1 modq

and d = Gy, xm - s2 mod q. Then generate an NIZK argument 7 for the
statement (b,d,t,c,co) that satisfies

2m+k+¢
ZImHRH,

t=A -s+id-b+ 7q-d mod g;
cL = Ui'— -r1 +e; + 0™ mod ¢
\z lg/2K] - (s, bin(id), bin(7iq)) T(27)
cy = Uy “To +eg + 0™ mod ¢
27\ ) 2T T\ Lg/2K] - (s, bin(id), bin(ria))

using witness (s, id, 74, r1, €1, T2, €2).
Output the final signature

22(51,52,01,(32,71-)- (28)

— Verify(gpk, m, X): parse the signature X as in (28). Compute t = u+ D -
m+B-s; +C-spgmodq € Zj, b = Gy -s1modg € Z; and d =
G, xm Sz mod q € Zg. Output 1 if and only if the following conditions are
satisfied:

° ”(51,32)H2 < Usign\/%§
e 7 is a valid NIZK argument for statement (b,d,t,cq,cs) of language
L (defined in Proposition 4.1).

— Open(gpk, gmsk, m, X): return L if Verify(gpk, m, X) # 1. Otherwise, parse
Y as in (28) and compute t = u+ D -m+B-s; + C-sy € Zy, b =
Gxm -s1mod g € Zg and d = G« - S2mod g € ZZ. Then for each
c € [C), use gmsk = 81 € {0, 1}™*(m+E+0) 6 perform the below steps:

(I) Compute v = (=S{ |Lnikie) - (¢ c1) mod g € Z™H*+E. Then write
v = |q/2K | -p+y, where p € Z™tF+f and y € Z™H* satisfy ||p||, < K/2
and |ly|l, < ¢/(8KC). The pair (p,y) is unique and can be recovered
from Euclidean algorithm.
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(II) Parse p = (p1,P2,P3) € Z™ x ZF x Z'. If ||p1]| > 0signV/3m, or P2 &
{0,1}*, or p3 ¢ {0,1}*, restart from (I) with the next c. Otherwise,
continue.

(III) Let id and 7iq be the integers admitting ps and ps their respective binary
representation. If id = 0 or 74 = 0, restart from (I) with the next c.
Otherwise, check if

A-p +id-bt+rg-d=c-t,

If the check succeeds, return id. Else, restart from (I) with the next c.
In case the above steps do not output a valid id with any ¢ € [C], return L.

4.3 Security Analysis

Theorem 4.1. The above group signature scheme is correct assuming that the
NIZK argument system are correct.

Proof. For an honestly generated signature X = (si,s2,¢1,C2,7) On message
m € {0, 1}*m Verify outputs 1 except with a negligible probability. This follows
from:

— the tail bounds of discrete Gaussian (Lemma 2.1) that (s1, s3) satisfies except
for a probability at most 2~(;

— the correctness of the underlying NIZK system, as the statement (b, d, t, c1, c2)
satisfies (27) and thus is a statement of L7 (22).

For the correctness of Open, observe that

“ @1) et (Lq/2KJ (s binG). bin(nd») mod

where [|e1 ]|, < Be and ||(s, bin(id), bin(7ia)) |, < /303g,m + k + £ < K/2 due to

the constraints of (24) and (26). We then have
(—81T | Im+k+g) -c=1g/2K]| - (s,bin(id), bin(74)) + (—SlT |Im+k+g) -e; mod gq.

From (24) and (26), we can bound the error term

(=) [ Tsiese) - eally <[ (ST [Tminre) |5 - lleall,
<Vm+k+l- Be<q/8KC,
which in turn implies that with ¢ = 1, step (II) of Open correctly recovers
(s, bin(id), bin(7i4)). Thus Open outputs the signer’s identity from any honestly-

generated signature. O

For the anonymity proof, we need the following intermediate result.
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Proposition 4.2. Let ¥ = (s1,s9,¢1,Co,7T) be a signature on m € {0, 1}fm,
t=u+D m+B-s;+C-symodq € Zj, b = Gxm -s1modq € Zy
and d = Gy, - s2 mod q € Zy. Assuming that the statement (b,d,t,c1,¢c3) €
L2 (defined in Proposition 4.1). Then the output of Open on (m, X)) remains
unchanged if we execute Step (I) with the dual-Regev decryption key So and the
ciphertext co.

Before proving Proposition 4.2, observe that if (b,d, t,c1, c2) € LS5, then from
the definition of £ in Proposition 4.1, there exists (¢, (8, Sid, 5+, ), id, Tid, T, €)

such that

¢-t=A-5+id-b+7ig-dmod g,

(Ul oo o

CcC-Cp = (Vz') ‘T1+€; + (I_Q/QKJ . (S7Sid,Snd)> mod q,

B B U;’ B _ Om

C:-Cy = (V;) Ty +€x+ (LQ/QKJ '(S7Sid,5nd)> mod g,
id=(1]2]-|2"") -8,
Ta=(1]2]--]2") - 5,,

where ¢ € [C], ||(8,8i4,5+,)|ls < 20vm+Ek+4, |le1]l, < 2av2m+k+ ¢ and
lleall, <2av2m +k + €. Since U; - S; = Vi mod ¢ and Uy - Sz = V3 mod ¢, it
follows that
¢-t=A-54+id-b+7q-dmod g, (29)
(=81 [Tmikse) (¢ €1) = (/2K (5,84, 57,) + (—S] | Lm4rre) € mod g, (30)
(=83 [Tmikse) (¢ C2) = (/2K (5,54, 57,) + (=S5 | Lmyrre) € mod g. (31)
Proof. We prove by contradiction. For ¢ € {1,2}, let Open(S;, c;) be the output
of Open when Step (I) is executed with (S;,c;) on input a message-signature

pair (m, Y'). Assuming that the statement (b, d,t,c1, ca) reconstructed from X

is a statement of £ but Open(S1,c1) # Open(Ss, c2). We consider two cases:

Case 1. Open(Sy,c;) = id; # Open(Sa, c2) = idy. Let (G, (8,84, 5r,),1d, Tig, T, €)
be the witness that (b,d,t,cq,c2) € £2. Then we have that

ce[C], ||(5,8id,57)|ly < 20vVm +k+ 2,
leill, < 2av2m +k+¢, |es|ly, <2avV2m +k+ ¢,

and the witness satisfy the equations given by (29), (30), (31).

From (30), let ki = (=S{ |L;44¢) €1, then we have

IKilly < [[(=S] [Tmtkse) |y - lerlly < Vm+k+£0-2av2m+k+ ¢,

and

(=S{ | Lnske) (€ c1) = [q/2K](8, 54, Sr,) + ki mod . (32)
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Since Open(Sy,c1) = idy, then backtracking the steps of Open, we can find
c1 € [C), Tid, € [Grag], Sig; € Z™ and y; € Z™TFH satisfying [|sid, ||, < TsignV/3m,
Iy1lly < q/8KC and that

(=S{ | Lntiie) (c1 - e1) = [q/2K](sia, , bin(id1), bin(7ia,)) +y1 mod ¢.  (33)
(32) and (33) then imply

lg/2K | - (¢1(S,8id, Sr,) — €(Sid, , bin(id1), bin(74,)) = c1ks — €y mod ¢g.  (34)
Note that from the constraints of (24), (25) and (26), we have

lleiks — Syl £ C (\/m +k+0-20V2m+k+0+ q/SKC’) < q/AK,
and
[[(c1(8,Sids Sry) — €(sid, , bin(id1), bin(7ia, )|l

<C-Qavm+k+L0+ /305, m+k+0) <C-2avm+k+L+a) < K/2

Therefore equation (34) holds over Z, which then implies
cy - (g,gid,gﬂd) =c- (Sid17 bin(idl), bin(ﬂdl)),
and in particular ¢; - Sig = ¢ - bin(idy).

Using a similar argument, if Open(Sa,c2) = ids then there exists ¢y € [C]
such that ¢z - §g = € - bin(idz). By assumption, we have that bin(idy) # bin(idz)
and thus there exists an index j € [k] such that bin(idy)[j] # bin(id2)[j]. W.l.o.g
assume that bin(id;)[j] = 0, then the equality ¢ - Sig = € - bin(idy) implies that
Sia[j] = 0. On the other hand, as bin(idz2)[j] = 1, the equality ¢z -Siq = ¢- bin(id3)
implies that §4[j] # 0 which is a contradiction!

Case 2. Open(S1,cy) = id; and Open(S2, co) = L. The case that Open(Sy,c1) =
1 and Open(Ss, cg) = idy is treated similarly.

Using a similar argument in Case 1, if Open(S1, ¢1) = id; then by backtrack-
ing the steps of Open, we can find ¢; € [C], Tid, € [gtag], Sia, € Z™ satisfying
||Sid1 ||2 < Usign\/% and

cl - (g,gid,gﬂd) =cC- (Sidla bin(idl), bin(ﬂdl)).

The above implies (S, Si4,Sr,) = ¢/c1 - (Sid,, bin(idy), bin(7ig, )) mod ¢. Plugging
this into (31), we obtain

(fS;r | Ltite) (c1€2) = [q/2K](sig, , bin(idy), bin(7ia, ))+c1 (fS;— | Lyt kte) €2 mod g.
From (26), we have the following bound
e1 (=Sg [TImsrre) &, <C-Vm+k+€-20V2m +k + € < ¢/8KC.

This shows that if Open uses Sy to decrypt ¢ - c2 in Step (I), then it should
return idy. This contradicts the assumption that Open(Sz,c2) = L. O

The full proofs of anonymity and traceability are given in Appendix C.
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A Cryptographic Primitives

A.1 Security Requirement of Group Signatures

Security of a group signature scheme is formalized via the notions of traceability
and anonymity. Traceability ensures that all signatures, even those created by
a coalition of users and the group manager, pooling their secret keys together,
can be traced to a member of the forging coalition. The adversary is modeled
as a PPT algorithm A in the experiment described in Figure 2. Adversary A is
allowed to see the secret signing key as well as the signature of any user of its
choice. The advantage of A against traceability of GS is defined as

AdvgETL (A, V) = Pr[Expcs (A, N) = 1].

Definition A.1 (Full traceability [5]). A group signature scheme GS is said
to be fully traceable if for all polynomial N(-) and all PPT adversaries A, its

trace

advantage AdVGS,A()‘v N) is negligible in the security parameter .

1 (gpk, gmsk, gsk) < Keygen(1*,1%)

2 st « (gmsk, gpk)

3 CU+—(; K<+ e;Cont<+1

4 while (Cont = 1) do

5 | (Cont,st,j) < ASen(eskl]l) (st K)

6 if (Cont =1) then

7 | CU <« CUU{j}; K « gsk[j]

8 (M*, 5%) « ASeneskl]l) (st K)

9 if Verify(gpk, M*, X*) = 0 then

10 L return 0
11 if Open(gmsk, M*,X*) =1 then

12 L return 1
13 if 35* € {0,1,...,N — 1} : (Open(gmsk, M*, X*) = j*) A (j* ¢
CU) A ((5%, M™*) not queried to Sign) then

14 | return 1

15 else
16 L return 0

Fig. 2. Experiment Expggfi‘()\, N) against traceability of GS

Anonymity requires that an adversary who does not know the group manager
secret key cannot recognize the identity of a user given its signature and its secret
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signing key. More formally, the adversary is involved in the experiment depicted
in Figure 3. The advantage of such an adversary A against a scheme GS with N
members is defined as

AdVEST (A, N) = | PrExpgsy (A, N) = 1] — Pr[Expgg? "(\, N) = 1]|.

Definition A.2 (CPA/CCA-full anonymity [5,8]). A group signature GS is
said to be CPA-fully (resp. CCA-fully) anonymous if for all polynomial N(-) and
all PPT adversaries A (resp. PPT adversaries A with access to an opening oracle

except for the challenge signature), its advantage Advgg 4 (A, N) is negligible in
the security parameter .

=

(gpk, gmsk, gsk) < Keygen(1*, 1Y)
(st, jo, j1, M) < A(gpk, gsk)
X% < Sign(gpk, gsk[jp], M)

W Alst, 57)

5 | b« AOPen()(st, %)

6 return v’

w N

'S

~
|
-

Fig. 3. Experiment Expé”s",'xb()\, N) defining CPA-full anonymity (resp. CCA-full
anonymity) of GS, excluding the solid box (resp. dashed box)

In CPA-full anonymity, the adversary is not allowed to query an opening oracle.
This relaxed model is precisely the one considered in [34], and was firstly intro-
duced in [8]. In constrast, CCA-full anonymity [5] allows the adversary access
to an opening oracle that can be called on any signature except the challenge
signature X*.

A.2 Non-interactive Zero Knowledge Argument Systems
We recall the formalization of NIZK systems following [15].

Definition A.3. Let R = (R, Rend) be a pair of NP-relation such that R, C
Rsnd, the associated language be L = (L, Lsna). An NIZK argument system
for R is a tuple NIZK = (Setup, Prove, Verify,Sim) of PPT algorithms, defined
as follows.

Setup(1%,infoz) taking as input X, a language-specific information info., outputs
a common reference string crs = (par,crsg) and a simulation trapdoor Tsm.
Here, crs; is a language reference string giving the full description of L.

Prove(crs, z,w) — 7 taking as inputs crs, a statement x and a witness w, outputs
a proof/argument .
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Verify(crs, z, ) — {0,1} is deterministic, taking as inputs crs, a statement x and
a proof w, outputs either 1 or 0.

Sim(crs, Tsim, ) — {7*, L} taking as inputs crs, a simulation trapdoor Tsm and
statement x, outputs a simulated arqgument m* or symbol L indicating failure.

We require the following:

PERFECT COMPLETENESS. For any (x,w) € R, it holds that

Pr |Verify(crs,z,m) = 1

crs < Setup(A, infoz), _
T« Prove(crs, z,w)|

SOUNDNESS. For every PPT adversary A and for all © & Lg,q, it holds that

crs < Setup(A, infoz),

P
g 7+ Alcrs, x)

Verify(crs, z,7m) = 1

] = negl(A).
STATISTICAL ZERO-KNOWLEDGE. For any (crs, 75m) < Setup(), info.), and for
all (z,w) € R, the distributions
{7 + Prove(crs,z,w)},

and
{7 + Sim(crs, Tsim, ©) },

are statistically indistinguishable.

One-time simulation soundness [66] requires that a bounded adversary cannot
produce a valid proof for a false statement, even after having seen a simulated
proof of a statement of its choice.

SIMULATION SOUNDNESS. [66] For every PPT adversary A and all 2* € Lqpnq,

(crs, Tsim) < Setup(\, £),

Verify(crs, 2", 7*) = 1 (x,st) < Alcrs, x*),
r . , = negl(A).
A (a7 # (z,m) 7+ Sim(crs, Tsim, Z),
7 < Alcrs, st, )
B Simulation Sound NIZK Argument
We recall the simulation-sound NIZK argument system of [15]. The construction

relies on the notions of admissible hash functions and R-lossy encryption with
efficient opening, and generically builds a simulation-sound argument system
from any trapdoor X-protocol.
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B.1 Admissible Hash Functions

Admissible hash functions [7] functions as a combinatorial tool for partitioning-
based security proofs.

Definition B.1 ([7]). Let ¢y(N), L(\) € N be functions of a security parameter
A € N. Let AHF : {0,1}f0 — {0,1}* be an efficiently computable function. For
every K € {0,1, L}, let the partitioning function Fapn(K,-) : {0,1}f0 — {0,1}
such that

0 ifVie[l] (AHF(X);, =K;)V (K; =1)

F, K, X):=
ADH( ) {1 otherwise

We say that AHF is an admissible hash function if there exists an effi-
cient algorithm AdmSmp(1*,Q, ) that takes as inputs Q € poly(\) and a non-
negligible 6(\) € (0,1] and outputs a key K € {0,1, L} such that, for all
XM X@ X* € {0,1}0 such that for X* ¢ { XMV, ..., X @}, we have

Pr [ Faou(K, XM) = -+ = Fapu(K, X(?) = 1\ Fapu (K, X*) = o} > 5(QN)).

Theorem B.1 ([35, Theorem 1]). Let (Cy,)e,en be a family of codes Cy, -
{0,1}% — {0,1}* with minimal distance c - L for some constant ¢ € (0,1/2).
Then, (Cy,)esen s a family of admissible hash functions. Moreover, algorithm
AdmSmp(1*,Q, 8) outputs a key K € {0,1, L} for which n = O(log \) compo-
nents are not L and 6(Q(X)) is a non-negligible function of X.

B.2 R-Lossy Encryption with Efficient Opening

Definition B.2 ([45]). Let R C Ky x T be an efficiently computable binary
relation. An R-lossy PKE scheme with efficient opening is a 7-tuple of PPT
algorithms (Param, KeyGen, LKeyGen, Enc, Dec, Open, LOpen) such that:

— Parameter generation: On input a security parameter \, Param(1}) out-
puts public parameters I'.

— Key generation: For an initialization value K € ICy and public parameters
I, algorithm KeyGen(I', K) outputs an injective public key pkinj € PK, a
decryption key skinj € SK and a trapdoor key tk € TK. The public key
specifies a ciphertext space CtSp and a randomness space R-PKE,

— Lossy key generation: Given an initialization value K € Ky and public
parameters I', the lossy key generation algorithm LKeygen(I', K) outputs a
lossy public key pkiessy € PKC, a lossy secret key Skiossy € SK and a trapdoor
key tk € TK.

— Decryption under injective tags: For any initialization value K € K,
any tagt € T such that (K,t) € R, and any message Msg € MsgSp, we have

Pr[3r € R*PKE . Dec(sk, t, Encrypt(pk, t, Msg; ) # Msg] < v(\),
for some negligible function v(\), where (pk,sk,tk) + KeyGen(I',K) and

the probability is taken over the randomness of KeyGen.
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— Indistinguishability: Algorithms LKeyGen and KeyGen satisfy the follow-
ing:

(z)g For any K € Ky, the distributions Diy = {(pk,tk) | (pk,sk,tk) «
KeyGen(I, K)} and Diss = {(pk,tk) | (pk,sk,tk) < LKeyGen(I,K)}
are computationally indistinguishable.

(i) For any distinct initialization values K, K' € Ky, the two distribu-
tions {pk | (pk,sk,tk) < LKeyGen(I,K)} and {pk | (pk,sk,tk) +
LKeyGen(I', K')} are statistically indistinguishable. We require them to

be 2N _close in terms of statistical distance.
— Lossiness: For any initialization value K € KCy and tag t € Ty such that

(K,t) € R, any (pk, sk,tk) < KeyGen(I', K), and any Msg,, Msg; € MsgSp,
the following distributions are statistically close:

{C | C + Enc(pk,t,Msgy)} =5 {C | C + Enc(pk,t,Msg;)}.

For any (pk, sk,tk) < LKeyGen(I, K), the above holds for any tag t (and
not only those for which (K,t) € R).

— Efficient opening under lossy tags: Let Dr denote the distribution, de-
fined over the randomness space R-PXE " from which the random coins used
by Enc are sampled. For any message Msg € MsgSp and ciphertext C, let
Dpx msg,c,t denote the probability distribution on RLPKE with support

SPK,Msg,C,t = {? S RLPKE | Enc(pk,t, Msg,?) = C},
and such that, for each T € Spk msg,c,t, we have

Dpr msg,ci(T) = PTD [r" =7 | Enc(pk,t,Msg,r") = C1.
7! — R

There exists a PPT algorithm Open such that, for any K € Ky, any keys
(pk, sk, tk) <+ KeyGen(I', K) and (pk, sk, tk) < LKeyGen(I', K), any random
coins v < Dgr, any tag t € Ty such that (K,t) € R, and any messages
Msg,, Msg, € MsgSp, takes as inputs pk,C = Enc(pk,t,Msgy,7), t and tk,
and outputs a sample ¥ from a distribution statistically close to Dpk Msg,,C\t-

— Efficient opening under lossy keys: There exists a PPT sampling algo-
rithm LOpen such that, for any K € Ky, any keys (pk, sk, tk) + LKeyGen (I, K),
any random coins r < Dg, any tag t € Ty, and any distinct messages
Msg,, Msg, € MsgSp, takes as inputs C = Enc(pk,t,Msgy,r), t and sk.
It outputs a sample T from a distribution statistically close to Dpr msg,,C\t-

Like [12], [45] considers R-lossy PKE schemes for the bit-matching relation,
which evaluates to 1 if it agrees with K in all positions where the latter is not
1.

Definition B.3. Let K = {0,1, L}X and T = {0,1}F, for some L € poly(\).

The bit-matching relation Regm : K x T — {0, 1} is defined as Rem(K,t) =1 if

and only if K = K,... Ky and t =t1...t; satisfy /\Z-LZI(KZ' =1)V(K; =t;).
We refer to [15] for a lattice-based construction of Rgm-lossy PKE. The

proposed encryption scheme is a variant of the primal-Regev encryption scheme
[65] suggested in [31].
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B.3 Construction of One-Time Simulation-Sound NIZK

The compiler of [45] turns any trapdoor X-protocol into an unbounded simulation-
sound non-interactive argument. For CCA-secure group signatures, as one-time
simulation-sound is sufficient, we use the syntax of [15] but remove the labels
associating to the statements.

The construction relies on the following building blocks:

— A trapdoor X-protocol IT = (Genpar, Geng, TrapGen,, P, V) with challenge
space C, for a language £ = (L,x, Lsna). We assume that the BadChallenge
algorithm underlying IT should be computable within time T € poly());

— A somewhere CI hash family H = (Gen, Hash) with output length x € poly()\)
for the class R¢p of relations that are efficiently searchable within time 7.
In particular, we assume that the BadChallenge function underlying IT is
computable in time T

— A strongly unforgeable one-time signature scheme IT°* = (G,S,V) with
verification keys of length ¢y € poly());

— An admissible hash function AHF : {0, 1} — {0,1}%, for some L € poly()\)
such that L' > £y, which induces the relation Rgw : {0,1, L}~ x {0,1}f0 —
{0,1} of Definition B.3;

— An R-lossy public-key encryption scheme

R—LPKE = (Param, KeyGen, LKeyGen, Enc, Dec, Open, LOpen)

for the relation Rgw : {0,1, L}~ x{0,1}% — {0,1} with public (resp. secret)
key space PK (resp. SK). We assume that the decryption algorithm Dec is
computable within time 7. We denote the message (resp. ciphertext) space
by MsgSp (resp. CtSp) and the randomness space by R-PKE. Let also Dgrexe
denote the distribution from which the random coins of Enc are sampled.

We also assume that these ingredients are compatible in the sense that P
outputs a first prover message that fits in the message space MsgSp of R-LPKE.
Our construction NIZK = (Setup, Prove, Verify, Sim) goes as follows.

— Setup(1?,info.): taking as inputs a security parameter A and language-
specific information £, does the following:

1. Run Genpr(17) to obtain par < Genpy (17).

2. Generate a common reference string (par, crsz) for the trapdoor X-protocol
I1, by computing its language-dependent part as crsz < Geng (par, infor).

3. Choose a strongly unforgeable one-time signature scheme I7°* = (G, S, V)
with verification keys of length ¢y € poly(\)

4. Generate public parameters I' < Param(1*) for the Rgm-lossy PKE
scheme where the relation Rgm : xT — {0, 1} is defined by an admissi-
ble hash function AHF : {0,1}% — {0,1}~". Choose a random initializa-
tion value K «+ K and generate lossy keys (pk, sk, tk) < LKeyGen(I, K).

5. Generate a key k < Gen(1*) for the somewhere CI hash function.

6. Choose a number of parallel repetitions £ = poly(A).
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Output the common reference string as
crs = ((par, crsz), pk, AHF, IT°* k. k),

and simulation trapdoor 75, = sk.
— Prove(crs, z,w): To prove a statement 2 € L,x using a witness w € R, (z),
generate a one-time key pair (VK, SK) « IT°%.G(1*) and do the following.
1. Compute (a = (ay,...,a,),st) via x invocations of the prover P of IT;
2. For each i € [k], compute a} <— Enc(pk, AHF(VK), a;; r;) using random-
ness r; < DEPKE sampled from the distribution DK’XE over REPKE, Define

a’'=(al,...,a)andr=(r1,...,7%).
3. Compute Chall = Hash(k, (z,a’), VK) € C*;
4. Compute z = (z1,...,2,) < P(crs}, z, w, a, Chall, st) via & invocation of

prover of I1. Let z’ = (z,a,r)
5. Generate a one-time signature sig + I1°*.S(SK,z,a’,z’)) and output
the proof m = (VK,a', 7, sig).
— Verify(crs, z, 7): Given a statement x and a candidate proof 7 = (VK, a’, 7/, sig),
return 0 if I7°%.V(VK, (z,a’,z'),sig) = 0. Otherwise, proceed as follows:

1. Parse z’ as 2z’ = (z,a,r) = ((z1,...,%x),(a1,...,84),(r1,...,7)) and
return 0 if it does not parse properly. Return 0 if there exists i € [x]
such that a/ # Enc(pk, AHF(VK),a;;r;) or r; ¢ RLPKE

2. Compute Chall = Hash(k, (z,a’,VK)) € C*. Then invoke the verifier V
of IT to check if V(crs)., z, (a;, Chall[i],z;)) = 1 for each i € [1, k). If the
check succeeds, return 1; else return 0.

— Sim(crs, Tsim, £): given a common reference string crs, a statement z and a
simulation trapdoor 74, = sk as input, the simulator does the following:

1. Generate a one-time signature key pair (VK, SK) < G(1*). Let 02! the
all-zeroes string of length |a]. Sample random coins rg <+ DE"XE from
the distribution DE”F and compute a’ < Enc(pk, AHF(VK), 0/2|: ry).

2. Compute Chall = Hash(k, (z,a, VK));

3. Run the special ZK simulator (a,z) < ZKSim(crs)., z, Chall) of IT to
obtain a simulated transcript (a,z) of II for the challenge Chall;

4. Using the lossy secret key sk of R-LPKE, compute random coins r <+
Open(sk, AHF(VK), a’, a) which explains a as an encryption of (z,a) un-
der the tag VK. Then set z' = (z,a,r);

5. Compute sig < S(sk,z,a’,2’) and output = = (VK, (a’, z), sig).

Theorem B.2 ([45]). The above NIZK system is multi-theorem zero-knowledge
and one-time simulation sound, assume that: (1) II°* is strongly unforgeable, (i1)
R-LPKE is a Rgm-lossy encryption scheme, (iii) the LWE assumption holds,
(iv) the hash family H is correlation-intractable for all relations that are search-
able within time T and (v) the underlying trapdoor protocol II is special zero-
knowledge.
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C Deferred Security Proof

Theorem C.1. Assuming that: (i) L\WE,, 4 is hard against PPT adversaries;
(ii) the NIZK system is simulation-sound and statisically zero-knowledge, then
the above group signature scheme is CCA-fully anonymous.

Proof. We prove the result using a sequence of games. In the first game, the
challenger runs experiment Expagr:;,";b(m N) for a random bit b € {0,1}. In the
last game, the challenger runs an experiment that is statistically independent
of b € {0,1}. For each i, we denote by W; the event that the adversary out-
puts ¥ = b in Game i and we define the advantage of the adversary A to be
Adv; = |Pr[W;] — 1/2|. We show that transition between games only results in
a negligible difference between advantages.

Game 0: This is the real experiment Expag'g’:‘jb(n, N) defining CCA-full anonymity
in Fig. 3, where b € {0,1} is a uniformly random bit chosen by the challenger,
w.l.o.g. we can assume that b € {0,1} is chosen at the start of the game.
The challenger generates all users’ secret keys {gsk[id] = Rid}iae;n) and gives
{gsklid]}igen) to the adversary A. In the challenge phase, A chooses two dis-
tinct id, id; € [N], a message m* € {0,1}*= and obtains the challenge signature
X* « Sign(gpk, gsklidy], M*) with X* = (s}, s5, ¢}, ¢, 7). If we define W to be
the event that the adversary outputs b’ = b in the end of the game, then

Pr[Wo] = Pr[Expde"; °(n, N) = 1]
and the adversary’s advantage is Advy = | Pr[Wy] — 1/2].

Game 1: In this game, we make a change of how the challenge signature is
computed. During the setup phase, the challenger retains the G-trapdoor T
associated with the matrix A € Z7*™. From the description of Sign, to create a
signature on behalf of idy, the challenger samples x D(?;:Zn conditioned on

(A|idZ'Gn,m_B|Tid,*,'G7L,m_c)'xzu+D'm*m0dQ-

Since challenger knows a G-trapdoor of A, such a vector x can be sampled with-
out using gsklid;], with the help algorithm of SampleD as follows: first sample
(s},s%) « D?,:Zn, then sample s* <— D7’ conditioned on As* = u+D-m* —
(idj - Gpm — B | Tiay * Gnm — C) - (st,s3) mod g. The challenger then performs
the remaining steps of Sign faithfully. Note that, by the correctness of SampleD
and Lemma 2.5, the distribution of (s*,s7,s3) is statistically close to that ob-
tained by running Sign with gsk[id}]. Therefore, |Pr[WW;] — Pr[Wp]| < 272,

Game 2: This game is identical to Game 1, but with a change of how we
answer to opening queries. Instead of using S;, the challenger recalls the de-
cryption key S, generated during the execution of KeyGen. Whenever A queries
(m, X = (s1,82, €1, Co, 7)) to the opening oracle, challenger runs Step (I) of Open
with So as gmsk and the ciphertext co. By Proposition 4.2, this change does not
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result in any inconsistency. Otherwise, A manages to produce a valid proof 7
for a statement that is not in £52. As such |Pr[Ws] — Pr[Wy]| < AdvafiN,ZK,

snd "
where Advi'{fj,\“ZK denotes the advantage of A against the soundness property of
the NIZK argument system.

Game 3: This game is identical to Game 2, but with a change of how the NIZK
proof 7* is generated. In the challenge signature X*, the challenger generates
7* by using the NIZK simulator. The statistical zero-knowledge property of the
NIZK system implies that A’s view is not affected by this change. As a result,
| Pr[W3] — Pr[Ws]| < 27920,

Game 4: This game is identical to Game 3, but with a change of how the
ciphertext cj is computed. Instead of faithfully generating cj as a dual-Regev
ciphertext encrypting (s*, bin(idy), bin(7ia; ) € Z™ x {0,1}* x {0,1}*, the chal-
lenger generates c} as a dual-Regev ciphertext encrypting 0™*+¢. The CPA-
security of dual-Regev encryption, which relies on the hardness of LWE,, , .,
implies that A’s view can only be changed by a negligible quantity. In particu-
lar, | Pr[W,] — Pr[Ws]| < Adviwe,, , . -
Game 5: This game is identical to Game 4, but with a change of how we
answer to opening queries. Instead of using the decryption key S, as in Game
2, we revert back to using S;. Again, by Proposition 4.2, this change does not
result in any inconsistency even if the adversary A have seen one simulated proof
in the challenge signature, as described in Game 3. Otherwise, A manages to
produce a valid message-signature pair (m, X = (s1,S2,¢1,Co, 7)) such that 7
is a valid NIZK argument for a statement that is not in £5. In such a case,
A violates the simulation-soundness property of the NIZK system and we have
that | Pr[IWs] — Pr[Wy]| < Adv; nizk, where Advi yz¢ is the advantage of A in
breaking simulation-soundness of the employed NIZK.

Game 6: This game is identical to Game 5, but with a change of how the
ciphertext c3 is computed. Instead of faithfully generating c3 as a dual-Regev ci-
phertext encrypting (s*, bin(idy ), bin(7ia; )) € Z™ x{0, 1}#x{0, 1}¥, the challenger
generates cj as a dual-Regev ciphertext encrypting 0™ +++¢. The CPA-security
of dual-Regev encryption, which relies on the hardness of LWE,, 4 ., implies that
A’s view can only be changed negligibly. In particular, | Pr[Ws] — Pr[Ws]| <
AdVLWEn,q,X~
Now, Pr[Ws] = 1/2 since the challenge signature

1" = (si,s5,¢1,¢5,7")
is generated independently of the challenger’s bit b € {0,1}. In particular, the

component (s},s) are distributed independently of b, the ciphertexts (c},c3)
encrypt 0™ +¢ and the proof 7* is a simulated proof. 0
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Theorem C.2. The group signature scheme in Section 4.2 is fully traceable if
the employed NIZK system is sound and SISq n m+1,Bgs 1S hard, where

Bs = vin - (20vm +k+ 1+ C - (205g0V2m + v/l ) ) + C.

Proof. Assuming the existence of a PPT adversary A breaking traceability of the
group signature scheme. We construct a PPT algorithm B that either breaks the
soundness of the underlying NIZK system, or solves an instance of SISy 5 m+1, Bgs-

Setup. Breceives (Agis | —ugis) « U (ng(mﬂ)) as an instance of SISy 1, m+1, By -
It sets A = Ags, u = ugs.

To set up ;clle matrices B and C, it guesses uniformly random for a triplet of
integers (¢*,id ,7%) where

@ < u(c)),
i e u ([fzawwm, zawwm}) :
T + U (|-2000gVIVm Tk + 0, 2000V + E 1)

then it samples Ty < U({0,1}™*™), Ty + U({0,1}™*™) and sets

B= (E*/é*) - Gpm — A - T mod g,
C=(74/¢) Gpm—A- Ty mod gq.

To set up the matrix D, algorithm B samples T3 < U/({0,1}™*#m) and computes
D = A T3 modgq. By Lemma 2.2, the distributions of B, C and D’s are
statistically close to U (Zy*™).

Algorithm B faithfully generates the remaining components of gpk. Next, B
also computes signing keys {gsk[id]}ige[n]. Observe that, we have

Ag=(Alid -Gum—B)=(A](id—id*"/c") -G —A-Ty).

Then for id € [N] such that id # id*/¢* mod ¢, Ty is a G-trapdoor of Aj4
w.r.t. the tag id — id*/¢*. In this case, B can always run algorithm SampleD of
Lemma 2.4 to compute gsk[id] = Rig of any id € [N]. In the case that there exists
a (unique) id" € [N] such that id" = id* /¢* mod ¢, the G-trapdoor T “vanishes”
and thus gsk[id'] is not available.

Finally, B gives A the input (gpk, gmsk), where gmsk = S; € {0, 1} (m+k+0),

Queries. Assume that there is id" € [N] such that id’ = id*/¢* mod ¢, then
B aborts whenever A queries the secret key of user id’. When A queries the
secret key gsklid] of any user id # id’, B returns the corresponding gsk[id] = Rig
computed during setup phase.

For signing queries on user id € [N] and on a message M, B handles as
follows:
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— Ifid # id’, B can faithfully run the real signing algorithm as the secret signing
keys {gsk[id] }igiq’ are available.

— Ifid = id’, let 7ig be the state of signer id" and m be the queried message. In
the second step of signing algorithm, B should sample a vector x < Df;g;n,
conditioned on

(Aig | Tig' - Gy — C) - x =u+ D -mmod g,
from the definition of C, we have that
(Aw | T - Grm = C) = (A | =B | (g = 7*/2") - G — AT)

Therefore B can faithfully conduct step 2 (and hence the remaining steps) of
Sign whenever 7y # 7*/¢* mod ¢, using the algorithm SampleD of Lemma 2.4
with Ts as a G-trapdoor. The correctness of SampleD implies that the vector
X output from the signing oracle is statistically indistinguishable from the real
one. In the case that 7y = 7*/¢* mod ¢, B aborts the reduction.

Exploiting forgery. When A outputs a valid forgery
(m*’ rr= (SL ng CL Cg? W*)) )
B computes
t"=u+D-m"+B-s]+C-s; €Z,
and b* = G -sfmod g € Zy, d* = G -s;mod g € Zy. Using gmsk = S; €
{0,1}™>™ B then checks if the statement (b*,d*,t*, c}, c3) belongs to the lan-

guage L5 (23) as follows:
i) For each integer ¢ € [C], determine if there exist (8,8yq,8.,) € Z™tF+¢ and
(i) g : ,Sid» Sy

€ ¢ 72kt gatisfying
(ST | Tmsnse) - (€-€7) = [a/2K] - (5,5i4,8r,) +¥ mod g,

and ||(8,5id, 57y)|lo < 20vVm + k + L and ||y]| < ¢/4K.As2avm+k+1{ <
K /2 by (25), the pair (8, Si4, 55,) and ¥ can be found by performing Euclidean
algorithm on (S{ |I,,) - (¢ ¢}) mod g.

(ii) For each ¢ and the corresponding(s, 8i4,5,,) € Z™**+ found in the above
step, letid= (1|2]---|2¢71) . §g € ZandTig = (1] 2]+ | 271) 5, € Z.
Then determine if (8, id, 7ig) satisfies

- t*=A-5+id-b* + 7y -d* mod q.

Recall that by the definition of £ (23), if (b*,d*, t*, ¢}, c}) € L5 then there

g snd snd
exists (, (5,5d,5r,),1d,Tia, T1,€1) € [C] X Z™FE X Z X Z x Lt x 22kt
satisfying

Z-t*=A-8+id-b* +74-d* mod g, (35)

o (UlT) ‘T, +e + ( o™ ) mod ¢ (36)
toAv) la/2K | - (8,8 5r,) ’
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where id = (12| |257Y) g, Tia = (1| 2] -+ [ 2°71) - Sry, [1(5,8ids Srg) |l <
2avm+k+ /¢ and |le1]], < 2av2m + k+£. From (36), and the constraints of
(25), we have

(Sir | Im+k+€) : (6' CT) = I_Q/QKJ ’ (57 §idag‘l'id) + (SI | Im) -€mod ¢,
where ||(8,Sid,574)|| o < 200vVm +k+ /0 < K/2 and

18T 1 Tmrre) @il < (ST [ Tmise) [l - 11

<Vm+k+0-20vV2m+k+{ < g/4AK.

Therefore if (b*, d*, t*, c], c3) € L, there exists at least one tuple (¢, s, Sid, 57,)
passing the checks of step (i) and (ii). Otherwise, we have that (b*,d*, t*, cy,c}) &
L2, implying A breaks the soundness property of the NIZK argument system.
For the tuples found after step (ii), B checks if its initial guess (E*,G*,Fﬁj)
appears among these tuples, i.e. there is a tuple (¢,5,id, Tig) that (¢,id,74) =

(6*,E*,?§,). If no such tuple exists then B aborts. Recall that we have
id=(1]2]--|2"7")  5g
Tg = (1 2| 25*1) .

and ||Sidlly, [Srelly < 20v/m + €+ k. Tt follows that [id| < 2NvVkayvm + 0+ k

and |Ti| < 2qtagﬂa\/m+€+ k. Therefore, the guess of B is correct with a
probability at least

1
C-(ANVEavm + 0+ k+1) - (4gugVlovm + €+ k+1)

since it is independent with A’s view. In such case, we have |||, < 2av/m +k + ¢
and from (35)

" (u+Dm* +Bs} +Cs}) = As+id" - Gs} + 7T - Gs} mod g.
Recall from the setup phase, A = Ags, u = —ugs, id- G- . B=¢ A
Ty modgq, Tiy- G —¢ -C = ¢ - ATy mod ¢ and D = AT3 mod ¢g. Thus, B
outputs a non-trivial solution to the SIS instance (Agis | —ugis) as
(I | T1 [ T2 | T3) - (5,¢"s],¢"s3,¢'m”) | ),
of which the ¢s-norm can be bounded above by

Jm- (204\/m+ C- (2asign\/%+ \/EI)) +C = Bss.

Assuming algorithm A outputs a forgery with probability &', then conditioned
on non-aborting either B breaks the soundness property of the NIZK system or
outputs an SIS solution with probability at least
g’ — negl(\)
C-(ANVEkavm + 0+ k+1) - (4ggVloavm + L+ k+1)
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D Efficiency Analysis

We provide an analysis of the efficiency of the group signature scheme of Sec-
tion 4.2. The parameters for evaluation include the security parameter A and the
lattice dimension n = §2(\). We treat n as an independent parameter since it
specifies the dimension of the worst-case lattice problems that the construction
is based on. By replacing n with A, we get an estimation depending only on the
security parameter.

Public key size The group public key gpk consists of several matrices in Zj*™
with m = O(nlogq) and a matrix in Zf;xzm where ¢, is the maximum bit-
length of the message. We assume that /,, is a constant, as signers can use a
collision-resistant hash function to hash the messages before signing. Therefore,
the bit-size of gpk is of order O(n?log® \).

Group signature size The size of a group signature is dominated by the size of
the underlying NIZK, which is built upon the one-time simulation-sound NIZK
system presented in Appendix B. The most-dominant part in an NIZK proof are
the encryption randomnesses of the employed lossy PKE scheme. Note that, we
use an R-lossy PKE scheme to encrypt the first-move message of the trapdoor X-
protocol of Section 3.2 that proves the language £ specified in Proposition 4.1.
In the aforementioned protocol, prover’s first messages consists of a vector of Zg
and two dual-Regev ciphertexts of ng"’k“‘e, where m = O(nlogq) and k, ¢ are
of order O(log ). Therefore, the employed R-lossy PKE scheme encrypts mes-
sages with a maximum bit-size of order O(n log? A). This requires randomness of
bit-size O(n log® A), following the description of the lattice-based R-lossy PKE
scheme of [15]. Since the proof is repeated x = ©(\/log \) times, the bit-size of
the NIZK in a group signature is of order O(nlog® A - k) = O(n\log? \).
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