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Abstract

In this paper, we specifically review Xu et al.’s quantum blind signature scheme for
distributed e-voting systems, which primarily focuses on simulating real-life e-voting.
The scheme aims to ensure voter anonymity in an e-voting system. However, we found
that it not only suffers from identity impersonation attacks but also lacks the blindness
property essential to a blind quantum signature. To address these shortcomings, we
propose a new quantum blind signature scheme that leverages quantum mechanical
properties and a one-way hash function. Considering that a voting scheme naturally
involves an election committee member blindly signing a ballot embedded with the
name of the selected candidate, we use our quantum blind signature as the foundation
to design a quantum voting system. This system effectively prevents the repudiation
and counterfeiting issues present in Xu et al.’s scheme. Additionally, we provide
relevant security analyses to support our theoretical framework. The results
demonstrate that our scheme outperforms existing literature not only in terms of e-
voting security properties—such as undeniability, anonymity, and untraceability—but

also in conceptual simplicity and computational efficiency.
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1. Introduction

With the development of modern data science and technology, the importance of
information security requirements has dramatically increased, especially in the context
of user authentication for online electronic commerce transactions. This has led to a
rising trend in the study of digital signature schemes. Signature schemes can be applied
in various fields such as payment systems, commercial contracts, voting, and more.
Many cryptographic researchers have contributed to this field, working on secure
signature schemes ranging from general signatures [1-7] and proxy signatures [8-35] to
their variants, such as deniable authentication with a designated verifier [36—51] and k-
out-of-n oblivious transfer protocols [52—80]. All of these schemes enable a signer to
sign a message that can then be verified either publicly or by a designated verifier [81—
102].

Recently, several quantum blind signature schemes have been proposed [85, 92, 94], in
which the verifier cannot discern the content of the signature. This property makes such
schemes applicable to many areas, among which voting is one of the most important
activities in a democratic country. When developing a voting system, maintaining the
secrecy of the candidate selection is crucial. The ballot, embedded with the candidate's
name, must be blindly signed by the committee and then anonymously transmitted to
the ballot counting center. The center will verify its validity and increment the vote
count for the corresponding candidate under the constraint that the voting content
cannot be altered. Clearly, both the voter’s identity verification and the voting process
correspond to signature verification for identity authentication and blind signing,
respectively. That is, a voting system requires that the government agency cannot know
the selected candidate on the ballot but must confirm that the ballot is genuinely from a
legitimate voter. The only way to achieve this goal is by adopting a blind signature
scheme in the cryptographic field. In 2011, Xu et al. [94] proposed a quantum group
blind signature scheme without entanglement and claimed that their scheme meets the
security requirements of a voting system. They asserted that the essential properties of a
blind signature are (1) blindness, (2) unforgeability, (3) undeniability, and (4)
anonymity. Blindness means that the signer can sign a message without any party being

able to access the embedded voting information. However, upon examining the
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protocol, we found that it does not satisfy the undeniability property because each
involved pair must pre-share a common secret. This causes the scheme to suffer from a
deniability problem: the original signer, Alice, can deny having signed the signature by
claiming it was generated by the verifier, Bob, who can also use their shared session key
Kag to produce the same signature, despite the message having been signed by Alice
herself. Therefore, to design a truly secure voting system, we propose a quantum blind
signature scheme based on asymmetric quantum cryptography. Our proposed scheme
not only overcomes the drawbacks identified in [94] but also ensures the secrecy and
unforgeability of the voter’s candidate selection, making it suitable for practical
implementation.Aside from scheme [94], there were also several protocols proposed
regarding voting scheme [113-128] for the last two decades. Among them, protocols
[120-128] are based on conventional cryptography or blockchain security. Protocol
[121] also use quantity key distribution (QKD) for the key sharing. And protocols [113-
119] are quantum operation based. Due to the quantum computer has a massive parallel
computing power by exponentially speed up over the classic computer, it will be a
major trend for being adopted as a computing device in the near future. For this reason,
in this paper we will explore the possibilities of using quantum computer to fulfil an
election activity in a democratic country. We have surveyed the excellent literature and
found that they each has important contributions to this field. However, there still exist
several drawbacks in each scheme. We listed the limitations mentioned by the author in

each of them as follows.

Hillery Mark et al. [113] address two key requirements: privacy (anonymity) and
security (prevention of double voting). However, their scheme cannot prevent attacks by
colluding parties, illegal voting operations, or cheating authorities. Xue Peng and Xin
Zhang [117] share the same drawbacks as [113] and additionally do not demonstrate the
voter authentication process. Moreover, if the parameter m is not sufficiently large, their
scheme is vulnerable to man-in-the-middle attacks. Shi Wei-Min et al. [116] require a
secure channel, while Zheng Mengce et al. [119] rely on underlying quantum key
distribution (QKD). However, as noted by Finogina Tamara and Javier Herranz [121],
authenticating the quantum channel for QKD necessitates a pre-shared secret to agree
upon common bases. Horoshko Dmitri and Sergei Kilin [115] have the limitation of
being unable to guarantee anonymity for a single voting act and provide only

probabilistic eavesdropping detection. Dolev Shahar, Itamar Pitowsky, and Boaz Tamir
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[114] lack flexibility, as their scheme must be adapted to accommodate elections with
three or more candidates. Vaccaro, Joan Alfina, Joseph Spring, and Anthony Chefles
[118] face the issue that, as their scheme is modified to enhance vote privacy, the
restrictions on possible individual vote values become weaker. Based on this survey of
recent quantum voting literature and inspired by Wang Feihu et al. [130], who
demonstrate that quantum rotation operations are highly feasible with current
technology, and Piétri Yoann [129], who notes that hash-based cryptography is
considered quantum-safe and has been selected by NIST, this paper, like Shi Wei-Min et
al. [116], utilizes single-qubit rotations and a one-way hash function to design our

protocol.

The rest of this article is organized as follows. In Section 2, we first review Xu et al.’s
quantum group blind signature as an example to explore the necessary properties of a
quantum e-voting system and to describe its weaknesses. Section 3 presents our two
designed sub-schemes [107,108] and defines the roles used in our proposed quantum
voting scheme. These two schemes include an undeniable quantum signature and a
quantum blind signature. In Section 4, we propose our quantum voting system. The

security analyses are provided in Section 5. Finally, a conclusion is given in Section 6.
2. Review of Xu et al’s quantum group blind signature

In this section, we first provide a brief overview of Xu et al.’s quantum group blind
signature scheme [94] in Section 2.1. Next, we discuss its vulnerabilities in Section 2.2.
Following that, the voting environment scenario and the associated security
requirements, as outlined by Xu et al, are presented in Sections 2.3 and 2.4,

respectively. For further details, please refer to the original article [94].

2.1 Xu et al’s scheme

It comprises four roles and five phases. The roles and their corresponding definitions

are listed in Table 1, shown below.

Table 1. The notations used in Xu et al’s scheme

Roles Member Definition

A Alice The voter, who was part of the voting system managed by Bob, wanted Bob to
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blindly sign her candidate selection message.

B Bob The agency whose responsibilities include:
(1) Managing the committee responsible for authenticating the voter’s identity

when voter A joins by verifying A’s signature.

(2) Blindly signing the voter A’s candidate choice information.

C Charlie The trust inspector verifies the blind signature, where the original message was
first blinded by A and then signed by B. The original message corresponds to
the ballot containing the candidate name selected by A. After verification, C
must reveal A’s selection in the ballot message to update the candidate’s vote
count, thereby reflecting A’s choice.

T Trent The superintendent monitored the entire system to prevent any counterfeit
voting.

There are five phases in their scheme. We have depicted them in Figure 1 and describe

each phase below.

Initial phase

Signature phase

a.

T shares both primary key K with C,
Ky with B. A shares K with B.

. . )
C generates session key pairs {(Kg/,
SN, .. (Kg/, SN} and stores them

in the database. y

~

C transmits a pair of session key to T
that encrypted with Kre.
v A
T decrypts the pair with Kz, and

encrypts the pair with K, then sends
it to B.

( A prepares message m and

H(mJ)=M/, then tells B that her
message is ready.

B decrypts the pair with K, and
sends the pair encrypted by K, to A.

A decrypts the pair with K 5, and
encrypts M/ with K,/ to obtain /S7).

[ A transfers /57)to §7, whichisa

classic bit instead of a quantum bit. )

recognize n# and transmits {id, m7, §7,

( A generates id/ for the inspector to
SN} 1o C for verification.

C looks up the database to obtain the
matched K/ according to SN.

C decrypts S/ with K/ to get M/ and
checks if w and S/ is valid or not.

C calculates M/’ =[I(mJ) and
compares if M7/’=M/ or not. If so, C
will accept and signature, then show

up to the table.

A looks up the table to check if her
(#d7, m7) is matched, if there’s any
problem, ask T for help.

Figure 1. The five phases of Xu et al’s scheme

Initial phase




In this phase, each pair of roles must share a common secret key prior to the voting

process. We describe the process as follows.

(1)

(2)

€)

(4)

()

(6)

(7)

b.

T shares a primary key, Krc, with C. Additionally, they share a database where T

can store the voter’s information and the corresponding shared session keys.

Once B has applied to become a member of the system, T shares a primary key K7z
with him after successful identity authentication, enabling B to begin verifying

voter A’s identity.

Before preparing her candidate selection message, A first shares a primary key K4s
with B. Afterward, when she transmits her selection message encrypted with K45

to B, B signs it.

C generates the session key pairs { (Ksv/, SN'),...(Ksy", SN V) } shared with B,
where SN/ is the serial number in the j-th session (for j=1 to N) used to associate
the session with the corresponding session key Ksi/. Then, C stores the session key

pairs in the session key database.

C uses K7c to encrypt a pair of session keys (Ksy/, SN/), which becomes (Exrc (Ksv
J), Exrc (SN/)), and transmits the ncrypted keys to T.

After receiving the message (Exrc (Ksv/), Exrc (SN/)) from C, T decrypts it using
Krc, and then encrypts the resulting pair with K7s, producing (Exrs (Ksv’), Exrs (SN
7)). T subsequently sends this to B.

B decrypts (Exzs (Ksv/), Exrs (SN 7)) with K7z and obtains (Ksy/, SN /). The serial
number SN / is used to match each session with its corresponding session key,

while the session key Ksi” is used for signing and verification.

Signature Phase

In this phase, A prepares message n and and computes its hash, denoted as H(m /)=M

/', where m/ represents the candidate’s name chosen by A. Then, A informs B that she is

ready.

(1) After receiving A’s notification, B sends (Ksy/, SN/) encrypted with K4z, as
(Ex4s (Ksv’), Exas (SN/)) to A via a classical channel.
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(2) A decrypts (Ex4s (Ksv/) and Exas (SN 7)) with K4p to obtain (Ksy/, SN /) for

signature generation.

(3) A encrypts her hashed message M/ using Ksi”/ to obtain the quantum state /s/)
=EKsy/ (M /), and she translates /s/) to s/, which is a string of classical

bits instead of the original quantum bits, by using the transformation rules /
0) —o00, [1) —o01, [+) —10, [-) =11

(4) A generates an ID id /, which is an alias used by A to search for the

corresponding item in the table, allowing the inspector C to recognize m /.

(5) Atransmits {id/, m/, s/, SN/} to C for verification via anonymous message

communion to ensure that her identification remains confidential.
c. Verification phase

After receiving the anonymous message {id/, m/, s/, SN/} from A (C doesn’t know
the sender's identity), C verifies the anonymous ballot message to determine its

validity by using the following steps:

(1) By using SN/, C looks up the database to obtain the match K év- If a match
is found, C will decrypt s/( /s’) ) with Ksi/, obtaining M/. Then, C cancels

the match.

(2) C uses the received m’ to compute M /=H(m /) and checks whether this
computed M/ matches the decrypted value. If they are equal, C accepts ¢ as

a valid signature for M/; otherwise, he rejects the signature.
d. Publication and identification phase
(1) After verifying the signature s/ on m/, C displays m/ and id’ on the display board.

(2) Alice looks up the display board for her identifier id/ and the corresponding
message n? . If id/ exists on the board and the message m/ on the board matches
her own choice m/ , Alice can be confident that her message is accepted without

any forgery.

e. Open phase



When a dispute arises, T will receive a signature and its serial number, (s/, SN/), from

A. Then, T checks the database to determine who signed the signature s-/.

2.2 The weakness of the scheme

Xu et al’s scheme is not only conceptually complex but also vulnerable to identity
impersonation attacks. Specifically, role A can be impersonated by B during the voting
process because all the secrets used by A are also shared with B. This means their
scheme is susceptible to a deniability problem if B acts dishonestly, as B possesses the
key Kup required for encryption. B can simply sign his own message, which was
intended to be blindly signed by himself (B), instead of A’s originally chosen message.
This leads to a deniability issue. For example, if B signs his own chosen message rather
than A’s message and then forwards it to C, C cannot detect that the message was
actually forged by B. Furthermore, if the message passes C’s verification, then
according to the rules specified in their scheme, all data legally generated and
transferred by B cannot be distinguished from those sent by A. Therefore, in the event
of a dispute, although T can be consulted for assistance, if the problem arises from B’s
forgery, it is impossible for T to detect any irregularity. This is because A cannot prove

that the signature was not made by herself, and B can perform the same signing action.

2.3 The requested scenario of a voting environment asserted in [111,112]

The voting environment described in [111, 112] requires voters to go to a designated
polling place, where the use of cellphones or any other electronic devices is strictly
prohibited to prevent the disclosure of their votes, such as sharing screenshots of their
ballots on social media platforms like Facebook or Instagram. In some cases, voters'
physical information security is compromised because their ballots may be inspected

by higher authorities. Such threats to voter safety must be eliminated.

2.4 The security requirements of a voting system

There are four security requirements for a voting system as outlined in Xu et al.'s

scheme, which we present below.

a. Blindness



Trent needs to verify Alice’s signature to confirm the sender of the message. Bob can
also verify Alice’s identity, but he cannot access Alice’s voting information. Therefore,

the system requires Bob to perform blind signing. This is the concept of blindness.
b. Anonymity

This property ensures that no one can determine the identity of the voter after

examining all transmitted parameters. It is a crucial aspect of a voting system.
¢. Unforgeability

No one can forge a legal vote because each ballot contains a secret known only to the
voter. The legality of the vote can be verified by an authorized verifier, ensuring that

the vote cannot be tampered with or forged by others.
d. Undeniability

The voter cannot deny having cast their own ballot. In the event of a dispute, the

voter’s identity would be disclosed to confirm that the ballot was indeed cast by them.

3. The essential components of the proposed scheme

We designed two essential components of a voting system : (1) quantum signature, and
(2) quantum blind signature for the proposed voting system. These original methods are
detailed in references [107] and [108], respectively. In this section, we provide an
overview of these two components as applied to the proposed quantum voting system
(QVS). First, Section 3.1 outlines the roles and definitions within the QVS. Next,
Section 3.2 describes the quantum signature scheme [107] used to authenticate voters'
identities. Finally, Section 3.3 introduces the adaptation of the quantum blind signature
scheme [108].

3.1 The roles and definitions used in our proposed scheme (QVS)

From the discussion in Section 2, we know that Xu et al.’s quantum group blind
signature applied in the voting scheme is flawed because the signer and verifier must

pre-share a secret key before voting. This requirement renders their scheme deniable.
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Furthermore, it cannot be publicly verified due to the inherent properties of the shared
key. For these reasons, and inspired by the controversies surrounding election agencies
in Taiwan’s 2018 election [109,110], this study first adopts the quantum signature
scheme [107] for Trent to authenticate voters’ identities in the quantum voting system
(QVS). We then modify the undeniable quantum blind signature scheme [108] and use
it as a foundation to design our quantum voting system. In our design, we adopt the
same key generation phase as the basis for QVS, following the approaches of Kaushik
et al. and Shi et al. [105,106] quantum signatures. Specifically, we design the QVS by
integrating adaptations of our quantum signature scheme and the quantum blind
signature scheme [107,108]. These will be described in detail in Section 4. Before that,

we present the definitions and roles in QVS in Table 2 and Table 3, respectively.

Table 2 Symbols defined in our scheme

Symbols Definitions

ID4, IDr The identifies of role A and role T

mij The message transmitted between party i and j in the system
Ccl,C2 The candidates’ name in the system

ri, 12, Va, I'T, V0, ¥VC

The random numbers chosen in the system

H() A hash function maps arbitrary-size data into a fixed-size output.
Si0, The private key of each role in the system.

/0z) The initial state of a quantum state in the Z measurement.

/ Qpi)i The public key of role i in the system.
(ri, J)) The random pair in the random tables set in the initialization.

/ Sig)s, | Sig)r

The quantum signature signed by roles A and T, respectively.

/BSig)B

The quantum blind signature signed by B.

W]n h% X17 XZ: Qa

The intermediate parameters produced during the role’s calculations
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OX. Xo, W, hw,
hrs, hwr, sr, srh,
Y, Py, Ps, Y3,
H(Y3), Htot, Kpy,
Kpp, Kpc, K4, K,
Ke, M, SM,
H(Yy), Y4,

Excp. and other

parameters

Table 3 The roles and their responsibilities in our scheme

Roles Members

Responsibility

A Alice

The voter’s identity must first be verified by Trent. Only after passing Trent’s
verification can Alice prepare the candidate selection message to be blindly

signed by Bob during the voting process.

B Bob

B verifies the signature generated by T to validate voter A’s identity. The role
that B plays is similar to that of a staff member in the government election

committee.

C Charlie

Acts as the ballot opening center to verify the validity of each ballot. If the

ballot is valid, C increments the count for the corresponding candidate by one.

T Trent

A fair third party like the government agency that can authenticate the voter’s
identity and generate a signature for the voter to be identified as qualified when
she votes. In addition, T also can prevent a malicious open counter C from

wrong candidate counting.
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3.2 The quantum signature scheme [107], which will be used in QVS to

authenticate the voter’s identity

There are three phases in our quantum signature scheme[l107] for T and B to
authenticate the voter: (a) public / private key pair generation phase, (b) the signing

phase, and (c) the verification phase. We describe each of them below.

a. Public / private key pair generation

We adopt the same key pair generation method, as illustrated in Kaushik et al.’s
scheme [105], in our proposed scheme [107]. The system generates a public/private key
pair for each member and prepares N-qubit states /0-) “N. The private key Sion ,
referred to as Sy, is applied to the state /0-) Y for member A to generate his/ her

public key by rotating an angle (Sj9,)a from the initial state /0.) . That is,
[ o) 4= R(Ss) [0-) .

b. The signing phase

The signer A selects a random numbers r4, and prepares her message m. She then
computes the related parameters, as shown on the left side of Figure 2, and sends them to

the verifier to authenticate her identity.

¢. The verification phase

After receiving the parameters from the signer, the verifier performs the steps shown on
the right side of Figure 2 to complete the verification.

3.3 The quantum blind signature scheme’s [108] modification used in QVS for the

voter’s candidate selection

To simulate the embedded candidate ballot being blindly signed by the election
committee, this section replaces the roles of the signer and verifier in the blind signature
scheme [108] with those of the voter and the election committee, respectively. In this
context, no third party is required to verify the signature. Therefore, we adapt the
original scheme [108] by dividing it into three phases: (1) initial phase, (2) blind
signature phase, and (3) verification phase, as illustrated in Figure 3.

12



Alice ( Signer ) — Bob ( Verifier)

Signature phase 1 Verification phase li,
Prepares message m=/D, and a random number r,,. Computes the parameters below,
Computes the parameters below, hm’=H(m r, hqg, Q, X;, X,, P;, P, ¥, Iw, sz, hrs, howr).
W,=H(m, r)= q*S,+r, Htot'= H(m, r,, hq, O, X,, X,, Y P, hw, s, hrs, hwr)
hq=H(q, rS,), OX,X, ‘and sth’=sr+H(hw, QXX,)
Q=H(m, r, Sy X;, Xo), X,=(q-1)8; X,=(6,. 2= 577), Computes and Compares to see if (X,.X,-
a1 P,P.)=sr+Hitot’, if the equation holds, continue, else
—OXX,~ O((g-1) S)+30r reject.
W=0W,+ Or = 0(g* S,) + Or+ Or = O(q* S,+2r), Computes [Z}= [ ), + sth’+0X, X, "+ Y+,
Iw =H(W, 1. S,), hrs = H(r, S,), hwr = H(W, hrs), Compares states / Z') and / Sig),to see if they are
equal. If so, B accepts; otherwise, he rejects.
sr=S8 ,+r, srh=sr+H(hw, OX,X,),
Alice ( Signer) Bob ( Verifier )
Y=W-QXX;-28 -r-H{lw, QX)) /0-) /0-)
= W- QX X;-S -srh,
P=(q-2)rS;, | Ppda
Htot = H(m, r,, hg, O, X;, X, Y, P, hw, sr; hrs, hwr)
Py=rl (0, 874, -
hm=H(m, r, hq, O, X;, X), P, Ps, ¥, hw, sr; hrs, lwr).
/Sig)y =@y R(W+hm) | 0.)
/Z)
hm hm hm
{m, ry hg, O, X;, Xo, Py, Py, X, hw, s1; hrs, hwr, [ Sig),
) / Sig), /zZ)

Figure 2 The quantum signature scheme[107] and its schematic diagram shown in

the lower right corner

a. The verifier B’s initial phase

The verifier Bob (B) first selects a random number r,, prepares a message m, and
computes Mp=ri+H(m), Shg= (Ms, Sp), and SMp=Mp+shp. He then transmits SMp

and sz to the signer Alice for verification and blind signing of Ma.

b. The signer Alice’s blind signing phase
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After receiving the blind messages SMjp and shp transmitted by the verifier B, the
signer Alice (A) performs the steps to do the blind signature phase, as shown in Figure
3. A computes Wi=H(Ms, r:)=q*Sa+r, Xi=(q-2)* Mp *Su, Xo=(1+r(g-2)" Sa ),
O=HMs, Sa4, X1, X2), OXi Xz =0Ma*(q-2)*Satr, W=(QOWi+20Qr) Ms
+84=0(qSa+3r)Mp+S4, Y4=W- QOX; X> - Sa4, and generates [Z)y =

?’:1 R(W) | gpi)s. After that, she computes H(Y4), a= H(Y4)-Y4, P4= H(shs, H(Ms,
S4, Y4, a, shg), M, H(Y4), a), and P=P4+-QX1X>+a+Msp, and finally generates the blind
signature / BSig) 4« =Q%_, RO(P) | Z) 4.

Then, he sends all the parameters back to the verifier B.

c¢. The verifier B’s verification phase

As the figure shows, the verifier B calculates shp'=SMp-My, P4‘=H(shz’ ,H(MB, S4, Y4,
a, shs), Ms, H(Y4), a) and compares if H(P4‘)= H(P4). If so, he then computes Pp
=H(Y4)+P4‘+ Sp + Ms, finally generates /Z') p= ?’:1 R(PB) / ¢pk)4, and compares
to see whether / BSig)4= / Z') s holds or not. If it holds, B accepts.

4. The Proposed quantum voting system (QVS)

In this section, by referencing the voting environment in Taiwan's voting system
(TVS), we adapt both our quantum signature and quantum blind signature schemes to
design an online quantum voting system architecture. This system is expected to be

applicable globally for online voting in the near future.

In Taiwan, prior to an election, government agencies screen eligible citizens and send
them both voting notices and candidate information. On election day, voters must bring
their notice documents to the polling station and deposit them into the voting cabinet
promptly. At this stage, election officers first verify the legality of the voter’s ballot and
confirm their identity. Voters cast their ballots in a private booth enclosed by a curtain.
After marking their choice, they fold the ballot and place it into the ballot box. During
the voting process, voters are prohibited from discussing the election with others or
revealing the content of their ballots or any related information. Even the identity
verification officer, who is present in the same space, cannot access any information
about a voter’s ballot. After voting, it is impossible to trace any ballot back to the

individual voter, thereby ensuring the anonymity of the entire electoral system.
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Our QVS simulates the above scenario, except that it operates online. It consists of two

main components: (1) quantum signature and (2) quantum blind signature.

Below, we denote the quantum signature produced by role i as /Sig)i, and the
quantum blind signature generated by B as / BSig)s. We first show the relationships
among all the roles in Taiwan voting process in Figure 4. Then, using the required
signatures / Sig);, / BSig)s, and all participating roles in the voting system, we present
the voting process in QVS in Figure 5. Meanwhile, we describe how QVS operates
from Section 4.1 through Section 4.4 in this section. They each correspondingly define
the followings in QVS : (1)the registration phase; (2) / Sig)ais a certification for A’s
citizenship ownership; (3) / Sig)r as a legal voting notice; and (4) / BSig)s as the blind
voting information, which is verified by the ballot opener C, with its correctness

randomly examined by the government agency T.

4.1 The registration phase in QVS.

During the registration stage, the system generates private keys, public keys and
memory random tables for all QVS members, including voter A, election committee B,
ballot opener C, and government agency T. The private key S0, is known only to the

registrant, while the public key, which is publicly accessible, is generated by rotating
the angle of S0 on the zero state /0) .

Regarding the random table of A, the pair (r4/, J4/) represents the random values
associated with voter Ai during her j” voting instance, known only to Ai and T.
Similarly, the pairs (rs4/, Jz4/) and (rca/, Jca/) in the memory tables of B and C
indicate that staff members B and C hold distinct values for voter Ai” s j® vote.
Additionally, the government agency T maintains versions of these tables
corresponding to those owned by A, B, and C within its database. We present the
parameters related to their roles in T’s memory using Tables 4 through 6, and those in
the memories of A, B, and C using Tables 7 through 9, respectively. Furthermore, all
voters A share the same random value Kc7 , which is shared with C and T and used
during their j™ voting instance. Staff members B, C, and T share random values Kzc?
for the system j voting activity. We assume there are n voters and m voting activities,
where i€{1, 2, ..., n}, j€{1, 2, ..., m}. Moreover, T shares ¢ with C, which is used in
the computation of Ky for both blurring and defuzzifying parameters D and rm; Kc¥.
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Alice ( Signer )

Bob ( Verifier )

Signature phase l 2
Calculate My SMy-shy,
Randomly picks a random number r,

Wi=H(Mg ry)=¢*S,*r
X,=(q-2)* Mg*S, Xo=(1tr(g-2-18,7),

Q H(Mp S, X), X))

Initial phase u,
Prepare a random number r, ,

hash the message m to H(m),

Compute Mg—r;+H(m), Shg—H(M35%)
SMy— M, 1 shyg,

SMy, shy

—0X; X, =0OM,*(q-2)*S ;+r

W=(OW,+20r) Mp+8,=0(qS+3r)Mz+S,
Y, W-0XX,-8,

[2); =@ ROW), | o)
Compute H(Yy), a H(Y,) -Y,,
P,— H(shy, H(My, S, Y, a, shy), My, H(Y ), a),
P=P-0X X, tat+ M,

/ BSig) 4 :®?r=1 R((P)(/Z), Ji

{My, SMy, H(Y), H(My, 8, Y, a shy),
H(Py, a3, | BSig),

Verification phase [i
Calculate shy ‘=SMy-Mj
Compute P, =H(shy' ,H(Mg, S,, Y, a, shy),
M,, H(Y,), a) and compare if H(P,)— H(P,)
Py =H(Y )+P '+ Sy + My

/Z') B= ®?I:1 R(Pp)( /9”,;1().4 /i

Measures both states / BSig), and / Z') p,
compares the outcomes to see if they are

equal. If they are, A accepts.

>
Alice ( Signer ) Bob ( Verifier )
/ OZ ) / 0z )
Sy
/ @’pk)ﬂ S‘/ Q?pk)A
R
/ %A—)B
d H(Y,)
i /Z),
My
1_)
F,
/ BSig), / BSig), [ Z')y [ Z')g

Figure 3 The modified quantum blind signature from scheme[108] and its

schematic diagram shown in the lower part
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e

[ The system generates sequences and set permissions for system members.

The system
generated /Sig),
for voter A, is A
new user?

—

[ A does the registration and transmits / Sig), for T to verify.

b 4

T verifies /Sig),
,is [/ Sig),legal?

[ T generates / Sig); and other parameters, transmits them to A. ]
A 4

[ A selects a candidate, blinds and transmits it with / Sig); for B to verify and sign. ]

A 4

erifies [ Sio Roles
[ The system refuses. B‘Ver‘.‘lt}‘eb ! S’“‘)‘T
18 [ Sig)rlegal?
— :
B signs on A’s blind message, getting / BSig)s, then transmit to A.
b4
Bob
The system asks
Alice to confirm
the choice.
S - Trent '
[ A generates the rest of parameters and transmit to C with / BSig)g. ]
) 4
C verifies /BSig)s
,is [/ BSig)s legal?
[ C open the ballot. ]
T performs random
verification, is the
ballot legal?
Y
Figure 4. The voting process of QVS

[ Ballot Opening Successfully ]

with C and all voters; VP=H(rr, VCSr), which is shared with all voters for T to verify

voting correctness; and Oc? with C for the system’s j voting opening, respectively.
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QVS has two stages: (A) system-off and (B) system-on. Stage (A) is described in
Section 4.2, while Stage (B) will be detailed d after Section 4.3.

Blindly signs on the

Getting ballot |:>
Selecting a candidate selected candidate

|:> ballot box

The Voter (A) Government The Voter (A)
election committee (B)
Identity verification Ballot Opening
The Government (T) Verification and Opening (C)

Figure 5 The voting process in Taiwan

Table 4 T’s random table for each voter Ai in her j* times voting.

V1 V2 V3 Vm
Al rart, Jar! rar’, Jar rar, Jar rari”, Jai™
A2 razt, Jao! rar, Ja? raz, Ja ra", Ja"
A3 ras’, Jus! ras’, Jus’ ras’, Jus ras", Jas"
An rAn], JAn] rAnz, JAn2 rAnj, JAn3 rAnm, JAnm
Table 5 T's random table for B with each Ai in j* voting times
V1 V2 V3 Vm
Al rear’, Jpar! 7841y Jpar’ 7841 Jpar’® rpar™, Jpai™
A2 razl, Jpar! 1842, Jpa?’ 7842° Jpa?’ rpa2”, Jpao"
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A3 rgas’, Jpas! rgas’, Jpas’ 145>, Jpas’ 743", Jpas"
Al’l rBAnJ, JBAVt] rBAVt2; JBAnZ rBAn3y JBAn3 rBAnm, JBAVlm
Table 6 T's random table for C with each Ai in j* voting times

V1 V2 V3 Vm
Al rear’, Jear! rear?, Jear? rear’, Jear rear™, Jear™
A2 rear!, Jead! rear?, Jear rea®, Jead real", Jea?"
A3 rgas’, Joas! reas?, Jeas® reasd, Jeas® reas”, Jeas"
A}’l rCAn], JCAn] rCAnZ; JCAnZ rCAnj; JCAn3 rCAnm, JCAnm

Table 7 A's random table for her j voting

V1 V2 V3 Vm

An rAn]; JAnl rAnZ; JAn2 rAnj; JAn3 rAnm, JAnm

Table 8 B's random table for the j* voting of each A

Vm
Al | reas™ Jpar™
A2 | rpas™, Jpas"
An | a4, Jpan™

19




4.2 [Sig) 41between Alice and Trent for Trent to identify Alice’s citizenship

/ Sig)a represents the ownership of citizenship transferred from A to T, indicating that
A’s legal status has been confirmed by the government agency T.
(A) The QVS System—Off Stage

T (Trent) must first authenticate the identity of A (Alice), who has transmitted her
signature /Sig) 4 to him. If A is verified as legitimate, T will generate and send a

signature /Sig) r as a voting notice to her. This notice will then be forwarded from A

to B, allowing B to verify the validity of A’s voting right. This process is illustrated in
Figure 6. For the generation of /Sig) 4 (Alice’s signature verified by Trent), the QVS

imports the list of voters from the Household Registration Office during the registration

stage. It enables voter A to create /Sig) 4 by modifying the scheme described in

Section 3.2 as follows.

QVS sets the number j as the number of iterations for this voting process. It assigns the
value i to Ai to use the (r4/, J4/) pair during the voting process, and allows T to look up

the random table to find the (r4/, J4/) pair when Ai votes.
(1) A’sside

After checking her own random table and obtaining 74/ and J4/, A can successfully
generate  Kpa=H(ra/, (r4/, Ja/)). Then, A prepares ma=(IDs, i) and
generates the signature /Sighs =&Y, R(W+hm), [ ¢,,); using T’s public key,
following the steps shown in Figure 6. She then transmits mar (the signature / Sig)a

and the related parameters) to T for verification.
(2) T’sside

After receiving m4r from A, T uses i in mu to calculate K4 after checking the random

table, then follows the steps shown in step 2 of Figure 6 to verify / Sig)a.

We demonstrate the correctness of T’s / Sig)a verification as follows.

Proof
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The angle of / Sig)afrom /0)z is ROW+hm) [ ¢, );, and the angle of /Z) from /0),

is / @) p tSTHsrh’+QX1Xo+Y+hm; therefore, we can see that W=Sa+srh+Q0X1X>+7Y.

This completes the proof.

| Sig), (Signer Alice transmits m g to Verifier Trent)

0]

The System

Trent ( Verifier )

Initial phase
The system creates all the random tables ., J,,™ for all

voters and sets the corresponding browsing permissions.

Next, generates a parameter pair (7, j) that i denotes i voter

and j as j” times voting activity then transmits (i, j) to A.

i

Alice ( Signer )

Signature phase
A looks up the corresponding r,/ and J,/ on the random table
with the received (i, j) from the system, prepares m =(ID,, i),
random number r, then computes Kp ,=H(r,/, H(r,J,

J/ ))and the other needed parameters as in Section 3.2,
W, =H(m,, r,)=q*S,+r, hg=H(q, rS,),
Xi=(q-1)8; X;=(0,. 2. §7), Q=H{my 14 84y X, X))
a1

—0X;X,= 0((q-1) Sy +30r;
W=0W,+0r=0(q* S +0r+0r=0(q™* S,+2r),
hw=H(W,r, S,), hrs=H(r,, S,), hwr=H(W, hrs),
sr=S +r, sth=sr+H(lw, OX.X,), P,=(q-2)rS;,
Y=W-0X,X,-25,,-r-H{hw, OX,X;)

= W-0X,X,-S,- srh,

Htot = H(m,, r,, hg, O, X}, X, Y, P}, hw, sy, hrs, lwr)

Pyt (0 et ),
q_2
hm=H(my, r,, hq, O, X;, X5, P}, P, Y hw, si; hrs, hwr, Kp ).
/Sigly = jy=1R (W+hm); [ @pely
Set mp={my ry, hq, Q. X}, X, Py, Py, ¥, hw, s, hrs,

hwr, [ Sig),} nyr

2]

Verification phase
T check ID ; and other information sent by A, and look up the
corresponding r,/ and JJ,/ on the random table with the
received 7, then calculate the following parameters.

K =H{ryf, J4/ ). Kp'=H(ry/, Ky,

Im’=H(m,, r , hq, O, X;, Xy, P;, P5, Y, hw, sr; hrs, hwr, Kp ).
Htot’= H(m,, 4, hg, O, X,, X, ¥, P;, Iw, sz, hrs, hwr)
OX,X,’, and sth’=sr+H(hw, OX,X;)

Computes and Compares to see if (XX, - P,P,’)=sr+Htot’,
if the equation holds, continue, else reject.

Computes / Z)= [ @), +Sp+srh’+ OX,X, "+ Y+hm’

Compares states / Z)and / Sig), to see if they are equal. If
so, T accepts; otherwise, he rejects.

Alice ( Signer ) Trent ( Verifier )
/0z) /0z)
/ wpk)l‘ N B / gopk)A
Sy
w
[4)
hm hm hm
/ Sig)s /Z)

Figure 6. A generates /Sig)a and T verifies it to ensure that A has the citizenship

with T’s verification schematic diagram shown in the lower right part
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If A is legal, T will generate a signature /Sig)r as a voting notice for her, which will

then be transmitted from A to B for the latter to verify the validity of A’s voting right.

If / Sig)r is valid, A is recognized as having the voting right. The system will enter the

system-on stage only after all the notices /Sig)r have been sent to the voters and the

election day arrives. T also instructs C to reset the candidates' counts to zero. That is, C

sets Cicnt=0, i=1 to (number of candidates) to count the number of ballots for each

candidate when the system-on stage begins. We will discuss /Sig)r and the relevant

steps in Section 4.3 and illustrate them in Figure 7.

4.3 The voting notice /Sig)r among Trent, Alice and Bob

/ Sig)r represents a voting notice sent from T to A, and subsequently from A to B,

allowing B to verify that A’s legality has been confirmed by the government agency T.

| Sig ) (Signer Trent transmits my, to Alice, and Alice sends myg to Bob)

3]

Trent ( Signer )

4 | QVS system-on stage Alice ( Voter)

Initial phase

T selects a random number 7, looks up the corresponding rz,/ ,

Jpid s Feds Jouf on the random table and calculates
Kg=Hfrayd, il ), Kpg=H(rs4. Kz),
Ko=Hfread, Jedd ), Bpe=H(redd, Ko)+rads Kpge=Jp/+Kpes
Kpc =),/ +Kpc, Excga=J i +KstK o, VP=H(ry; VCSy),
Ky=H(H(ryr i), Hirp rd), VP),
Ky =Ky +H(rg rd), Kyey= KytH(rg rd) vHirg 1,4)
Sets C;Cnrf=0, i=1 to number of candidates
Signature phase
T makes the message m;=(ID,||IDy i) and computes the relevant

parameters as the first part shown in Section 3.2 for T,

Wy =H(mg, r)=q*Sr+r, hq=H(q, rSr),

XJZ(l]'USﬁ X2:(6n+3—“5}4): Q=H(my, ry Sp X}, X5

—0X;X>= O((q-1) S7+30r,
W=0W,+0r=0(q* Sp)+0r+0r=0(q* S;+2r),
hw=H(W, r. Sg), hrs=H(ry Sg), hwr=H(W, hrs),
sr=Srtr. srh=sr+H(hw, OX,X,), P;=(q-2)rS;,

Y=W-OX,X,-2S;-r-H(lhw, OX,X,)
= W-QX,X,-Sy srh,

rey=H(r 4, Kpc), Mpy=mp+rg, rry=rr+rg,,
Htot = H(myy, r11, hq, O, X,, X, Y, P, hw, sz, hrs, hwr)

Pz:”l (9n+ 2r Heoc

q_2

Ihm=H(my ry; hq, O, X, Xy, P}, Py, ¥, Iw, s, hrs, hwr, K, Kpg).

S,

/ Sig)r =®jy=1 R(W+hm) [ ¢p)s
Set mp={my, rr;, hq, O, X, X, P,, P, Y hw, sz, hrs,

I, | Sig)r, Kpse, Ky Kyers Exca Kpea) Myy

Prepares a random number r,, 7y, makes selection of the candidate CI, hashes it
to H(C1), then calculates Excg=FExcpJyf, Kg=ExczKer, Ky=Kp-H(rg 1),
Kg=H(r,J, J,J)+Kg, D=H(r,,S,), D*=D+K,, 1,*=r,+K, r@=H(rA,f, Kp),
=D g, P17 Tipy KD = KpoarJaf (= Hlrcad, Ko)+r4), Kye=Kye H(rp 14)
VP=H(ry VCSy), Vi=H(Kpe, D* Kof, 7o v, D, 1, H(C1)),

Ve=H(V, H(D* K, 1o 1" H(CI), VP), V=H(V, Vo),

SM =H(CI1)+D+r,+H(r,)+Excz-H(ry, V)—Kpe,

caleulate mr, = mry - {Kyep, Ky}, set myg = {i, SMy, K5, mpy}

5 Bob ( Verifier) Pre-voting | m,p

\4

Verification phase

Looks up the corresponding rg,/ and Jp,/ with received i, then calculates

K’ =H(rp4f, Jpif )s K=K 5 —Kp (=H(rsf, Ji/ ), Kpg’ =H(rp4;, K5'), Hior’ =
Himgy, 1, hg, O, Xy, Xo, X, Py, hw, sv; s, Iowr), OXGX,, srh’ =sr+Hihw, OX;X,),
and hm’=H(my rg; hq, O, X;, X, Py, Po, ¥, hw, s1; hrs, hwr, K, Kpg’)

Computes and Compares to see if (X\;X,’- P,P,’)=sr+Htot’, if the equation
holds, continue, else rejects.

Computes / Z)= [ ¢, )r+Spt+srh’+0X, X, '+ Y+hm’, and compares to / Sig)r

and / Z) see if they are equal. If so, B accepts: otherwise, he rejects.

Trent ( Signer ) Bob ( Verifier )

/0z) /0z)
/@pk)B I/ ‘;Dpk)T
Sy

w
2
12)

hm hm hm

/ Sig)r /z)




Figure 7. T generates a legal voting notice /Sig)r for A, and B verifies it when A

votes. The verification schematic diagram is shown in the lower right section.

(1) T’sside
After T has verified / Sig)1 , Ai will receive T's signature / Sig)r, which is produced by

T and used by Ai, to prove to B that Ai is a legitimate voter, as described below.

T checks the memory random table after successful verification of /Sig)s . He
generates Kp=H(rpa/, Jpal), Kpp=H(rs4!, Kp), Kc=H(rca/, Jca?), and Kpc=H(rcai,
Kc)+ra/ after obtaining the corresponding pairs (rs4/, Jsa/) and (rcal, Jcad).
Additionally, T calculates the following parameters Excaa=Ju/+Kp-Kc?,
Kppc=Jpsi+Kpc, Kpca=Jai+Kpc, VP=H(rr, VCS1), Ky=H(H(r1, r4/), H(r1, rd), VP),
Kva=Kv+H(rr, r4/), and Kvci=Kv+H(r1, rd)+H(r1, r47). Then, T initializes CiCnt=0
for i=1 to the number of candidates. In the signature phase, T prepares mr=(ID4||IDr,
i), computes rxp=H(ra/, Kpc), mri=mr+rkp, and rri=rrtrk. He generates the
signature / Sig)r following the procedure described in Section 3.3. T then sends mz
={mr1, rr1, hq, Q, Xi, X2, Pi, P2, Y, hw, sr, hrs, hwr, [ Sig)r, Kpsc, Kvi, Kci,
Excsa, Kpca} to A, enabling B to verify A’s legitimacy when voting, as illustrated in
Step 3 of Figure 7. After all voters have been successfully verified and the election day

arrives, the system enters the system-on phase. At this point, T has sent / Sig)r to all

legal voters, and C has set CiCnt=0, for i=1 to number of candidates.
(B) The QVS system-on stage
(2) A’sside

After receiving /Sig)rin mzs from T, A selects two random numbers 7» and ro, and
prepares her candidate choice, H(C1). To construct part of her ballot, she computes the
following: Excs=Excpa-Ja?, Kp=Excs+Kc¥, Kap=H(r4/, Ja?)+Ks, rkp=H(ra?, Kpc),
MT=MTI-rKp, FT=ITI-TKp, VP=H(rr, VCST), Kv=Kva-H(r1, r47), D=H(rm, Sa), D*=D+Ky,
rm*=rm+Ky, Kpc=Kpca-Ja/(=H(rca?, Kc)+rai), Vi=H(Kpc, D* Kc¥, ro, rm* D, rm,
H(C1)), Vc=H(V1, H(D* Kc¥, ro, rn* H(CI), VP)) , and V=H(V1, Vc). Finally, he

generates the ballot

SMa=H(C1)+D+rm+H(rm)+Excs-H(ro, V)-Kpc... ...equation (1)
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Then, he sets and sends mra=mua-{Kvci, Kva}, mag={i, SMa, K4, mz4} to B, as shown

in step 4 of Figure 7.
(3) B’sside

After receiving mas from A, B first looks up Ja4/ using rp4/ and calculates Kp=H(rpa/,
Jpa?) and Kpp=H(rs4/, Kp) . Then, B computes Ki=Kip-Kp, allowing him to
verify / Sig)r, with K4 and his own K3, as shown in Figure 7.

We prove the correctness of B’s / Sig)r verification as follows.

Proof

[Sig)r = @y RW+hm) [@p)s, where W=Y+QOXiXo+2Sr+r+H(hw, QX1Xz),
and [/ Z)= [ opi)r +Sp+srh’+QX1X2'+Y+hm’, where srh’=sr+H(hw, QXi1X2), and

sr=Srtr.

Therefore, the correctness of the verification is proven.

4.4 The Blind Voting Information Signature / BSig)s Among Bob, Alice, and
Charlie

After B successfully verifies /Sig)r received from A, B, A, C, and T will
collaboratively perform the following steps to complete A’s voting process, as

illustrated in Figure 8. These steps are described below.
(1) B’s side ( / BSig)s generation)

If /Sig)r from A to B passes B’s verification, B computes Kpc=(Kpsc-

Jpa?)=(ra/+Kpcr) and subtracts Kp from SMy to obtain M4=SMs+Kz
(=H(C1)+D+rm+H(rm)-Kc?-H(ro, V)-Kpc) , which contains the secret candidate name
H(C1) chosen by A. Then, B blindly signs My to obtain / BSig)s, as shown in step 6 of

Figure 8. After that, B sets msa={H (M, Ss, Y5, a), H(Ys), H(Ps), | BSig) 5} and sends
it to A.

(2) A’sside (casts the ballot into the box)

After receiving ma4, which includes the blind signature and several parameters from B,
A first computes the following: Kvc=Kyci-H(r1, ra/)=Kv+H(rr, rd), MKp=Ma+Kpc,
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MK=MKp+H(ro, V)+Kcr-Kv(=H(C1)+D+rm+H(rm)-Kv), Kcz=H(rm, H(C1), D, V, rg).
These computations correspond to step 7 in Figure 8. Next, A sets mac= {MK, rr, rm*,
D*, Kcz, ro, Kve, V, Vi, Ve, mpa} and transmits it to C for C’s ballot opening, as well as

for T’s storage and random verification.

(3) C’s turn

After receiving mac from A, C first verifies / BSig)s by calculating Ky=Kvc-H(rr, rc),
MKp(=Ma+Kpc)=MK-H(ro, V)-Kc#+Kv, Ps’=H(H(Mu, S5, Y3, a), H(Ma+Krc), H(Y5)).
C then compares whether H(Ps’) equals H(Ps). If they match, he calculates Pc=

Sc+H(YB)+Pp’+MKPp. Finally, C measures and compares the outcomes of the states
Measures and compares the outcomes of the states /Z') B(:®?]=1 R (Pc); [ ¢pi)B)

and / BSig) 5 to check if they are equal, as shown in step 8 of Figure 8.
We prove the correctness of C’s / BSig) s verification as follows.

Proof
| BSig) 5= @'y R(P+W)(=Pp-QX1Xo+a+Ma+Kpc+Yst+QXiXa+Ss [ ppi)c, [Z')s=
Y1 R(PO)(=Sc+H(Ys)+Ps'+Ma+Kpc) [ ppi)s.

Therefore, we know that / BSig)s= / Z')s holds.

If valid, C opens the ballot by calculating rm=rm*-Kv, D=D*-Ky, H(C1)=MKp-D-rm-
H(rm)+Kc#+H(ro, V), which indicates that the voter selected candidate CI. Next, C
calculates Kcz'=H(rm, H(CI), D, V, rg)), and compares whether Kcz’ equals Kcz. If so,
C increments C1Cnt by one. Then, he calculates OV=H(Oc¥, rn*)+H(C1), rr=H(D*,
V, rm* Kcz , H(C1)), C1Cntc=CICnt+rr. Finally, C sets mcr={D*, rm*, rr, ClCntc,

Kez, V, Vi, Ve, ro, OV, MKp }, and sends it to T for storage and random verification.
(4) T’s turn (Storing and random verification)

After receiving mcr from C, T first opens the ballot by computing H(C1)=0V- H(Oc¥,
rm*), VP’=H(r1, VCS1), then computes Vc'=H(Vi, H(D* Kc¥, ro, rn* H(CI), VP’)),
and V’=H(V1, Vc’). T then compares V" with V to determine if they are equal. If they
match, T verifies whether C1Cnt has been increased by 1 by computing rr=H(D*, V,
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rm* Kcz , H(CI1)), C1Cnt=CICntc-rr. If C1Cnt had increased by exactly 1, T confirms

that the count of C1 is correct, as shown in step 10 of Figure 8.

5. Security analyses

In our security analysis, we categorized our discussion into three types of signatures:
two  regular  signatures /Sig)s and /Sig)r , and one  blind
signature / BSig/s. The first regular signature / Sig)s is generated using the voter's
private key and is verified by the government agency T to confirm the voter's
citizenship eligibility. The second regular signature / Sig)r,, issued by agency T, similar
to a voting notification, certifies the voter's legal right to participate in the election.
Finally, the blind signature / BSig)z , created by the election committee B, contains
blinded candidate information and verification data for ballot counting. This blind
signature ensures that the election committee cannot gain additional information about

the ballot, and the ballot opener cannot identify the voter.

There are three cases of security issues associated with each of the three signature
types: (a) forgery of a signature, where the attacker fabricates all parameters to create a
counterfeit signature; (b) replacement of a legitimate signature, where the attacker
intercepts and uses authentic signatures exchanged between users in an attempt to
impersonate a legitimate voter; and (c) inversion attack, where the attacker tries to
reverse the intercepted parameters to obtain the private keys of the parties involved in
the signature. Additionally, we consider one more security concern of / BSig)s: (d) the

possibility of a dishonest ballot opener.

We will present the three attack cases on /Sig)s in Section 5.1, the attacks on / Sig)r
in Section 5.2, and the four attack cases on /BSig)s in Section 5.3, respectively.

Finally, in Section 5.4, we provide a comparison of Xu et al.’s voting system, other

related works, and our QVS.

5.1 Attacks on /Sig)

In this section, we define the three attack cases for / Sig)s. The scenario is illustrated in

Figure 6.

(a) A forgery attack in which the attacker forges the voters’ signatures /Sig)ie
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| BSig) ; generation(Blind Signer Bob, Alice transmits m . to Verifier Charlie )

6 | Bob ( Signer ) 8 | Charlie ( Verifier)

Signature phase Verification the blind signature
After successfully verifying / Sig)y, B gets Kppfrom | C caleulates Ky=Ky-H(ry, rd), MKp(=M,+Kpd) =MK-H(r;, ¥)-
Ko/ +Ky, Pg’=H(H(M,, Sp, Y5, a), H(M,;+Kpc), H(Y3)), and
compare if H(Pg’)= H(Pp).
Calculates Pe= S-+H(Yz) +Pg’+ MK,
/1Z') 5= ?’:1 R0 Po); / (Ppk)B

Measures and compares the outcomes of both /Z’) ;and / BSig) 5

m g which T gives A in m,, prepares a random number
g, then follows the steps as shown in Section 3.3.
Calculates Kp=Kpge-Jgf, M=SM,— K5
(=H(C1)+D+r,+H(r,)-K7-H(r, V)-Kpc).

— g - )% *
Wi=H(M, r)=q"Sytn X;=(q-2)*M,*Sp, to see if they are equal. If so, C accepts.

X,=(1+r(qg-2""*Sp"), O=H(M,, S, X, X,) /*1t represents that A as a legal voter and H(C1I) contained in M,

—OX;X,=0M,*g-2)*Sg+r had been blindly signed. */
W=(QW ;+20r) M +Sz=0(qSp+3r) M +Sg @ Ballot Opening
/Z )5 =@LRI(W) [ ou)c C calculates H(C1)=MKp-D-r-H(7,,) +Kofd +H(7 9, V), Fpu=rp Ky

D=D*-K,, Kez'=H(r,, H(C1), D, V, ry)), and compares if

Calculates ¥g=W-QX;X,—Sg, H(Yg), a=H(Yg)-Y3, ) ) . . .
B QX155 » Ll Kez"=Kcz, if the equation holds, continues, else rejects. That is, C1

Pg=H(H(M, Sz, ¥, H(M+Kpe), Hi .
s ~HH(M, S5, Y3, o), HM+Kpo), H(Yy), will be the only answer, then C computes C/Cnt ++.

Calculates OV=H{(O{, r,,*)+H(CI),
/ BSig) 5= @4 RV (P); | Z)5 r=H(D* V, r,,* Kez, H(CI)), CICnte=CICnt+rr.
Set mg,~{H(M,, Sg, Y5, a), H(Ys), H(Py), [ BSig) 5} | Setmep={D* r,,* ry CICntc,Kcz, V, Vy, Ve, 15 OV, MKp)

P=P-OX:X,+a+M,+Kp,

7] Alice (Voter) | [10] Trent (The Government) |
Cast ballot to the box Mgy v Storing and random verification mcrv
/% Ky shields v, * D %/ Calculates H(C1)=0OV-H{(O, r,,*), and computes VP’=H(ry,
A calculates MKp=M,+Kpc VCSy), V'=H(V,, HD* K¢, vy v*, H(CI), VP’), compares
ME=MKp+H(r, V)+KJ-Ky with V. If they are the same, T computes V’=H(V,, V'),
(=H(C1)+D+r,+H(r,)-K;), compares with equation (1) to see whether equation (1) holds. If it
Kez=H(r,, H(C1), D, V,ry) holds, T calculates rr=H(D*, ¥, r,,* Kcz, H(C1)) and

Set = {MK, rr, r,*, D*, Kez, 1o, Kyeo V., Vi, Voo mza}| CIC=C1Cni-rr to see weather it had been increased only by 1.

Voting a If so, then T confirms that the count of C1 is correct.
/0= Bob ( Signer) | Charlie (Verifier) | /0:

)/ gopk)ﬁ
Sp

H(Yy)

/ BSig)s / BSig)s [ Z')s /Z)

Figure 8. When voting, B generates / BSig)s, and C verifies it and transfers mcr to

T for storage and random verification. The schematic diagram of C’s verification

process is shown in the lower part.
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(1) On the attacker's side (E)

To forge a signature, E must use forged parameters, such as me=(ID4k, ig), a random
number rq£, the number of voting times jz, the verification sequences r4i#, J4i, and the

private key Sz, and use these to perform the calculation of / Sig ..

E uses the fake verification sequences r4if, Juie to compute Kpar=H(r4ie,H(r4i¥,
Jui#)). Then, E uses other fabricated parameters to compute the intermediate values
Wik, hqe, Xie, Xoe, Qr, (OX1X2)E, WE, hwe, hrse, hwre, sre, svhe, Ye, Htotg, P2e, and
Kpae. (For brevity, below we use (QX:Xz) £ to denote QrXieXze.) Using these
parameters, the attacker computes hme=H(me, rag, hqe, Qr, XiE, X2k, PiE, P2E, YE, hwe,
sre, hrsg,  hwre, Kpap) and creates the fake signature: /Sighr =

?’leW( We+hmg); [ opi)r. Finally, E sets mare={ me, rar, hqe, Qk, Xik, X2k, hwe, hrse,
hwrg, srE, YE, Pig, P2k, [ Sig)ae } and transmits it to T.

(2) On the verifier T’s side

T first uses the received iz contained in mz to look up the corresponding 74z and Juie'”.
Then, T calculates Kpae'= H(raie ”,(raie , Jaie 7). Next, T computes (OX1X2)E,
srhe=sre+H(hwe, (OX1X2)E ), Htote, and the angle parameter ime’=H(me, rq, hqe, Ok,
Xig, X2k, Pig, P2g, YE, hwi, sre, hrse, hwre , Kpag) for the verification process. Then, T
proceeds by computing and comparing to verify whether (XieXz2e- PieP2g)=sr+Htot
hold. If this  condition is satisfied, T  generates  the  state
[ Ze)= | ppi)ae +Sr+srhe+(QXiX2)e +Yethme’,  measures it, and compares the

measurement results to check if / Zz) and / Sig)4k are equal.

Apparently, 4z’ and Juie”’, which T looks up in the random table, differ from E’s
forged values, causing both values #m (computed by attacker E and verifier T) to be
different. This discrepancy allows T to detect that the measurement outcome of both

states / Zg) and / Sig)ar do not match. Consequently, E’s forgery attempt fails.

(b). An impersonation attack occurs when an attacker intercepts a legitimate

voter’s signature /Sig) and replaces it with their own identity to cast a vote.

(1) On the attacker's side (E)
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E intercepts voter A’s data ms=(ID4, i) and attempts to replace the voter’s identity i4
with ik to cast a vote. That 1s, mar=(ID4k, ig). Since E is not the actual voter, he cannot
access A’s private parameters. Therefore, by following the process, if E defines rak, r4ie’,
Juie”, Sae and computes Wik, hqe, Xie, Xoe, Ok, (QX1X2)E, We, hwe, hrse, hwre, sre,
srhe, Ye, Htote, P2s, Kpake, then E calculates hme=H(m, rae, hqe, Qr, Xig, XoE, Pik, P2k,
Y, hwe, sre, hrsg, hwre, Kpag), and uses values to generate the fake signature / Sig)e =

Y1 RO(We+hmg); [ gpi)r. Finally, E sets mare={m, raz, hqe, Ok, Xir, Xk, Pix, P,

Y&, hwr, sre, hrse, hwre, [ Sig)se ) and transmits it to T.
(2) On verifier T’s side

Similar to the case (2) On the verifier T’s side (in Section 5.1.Case (a)), T first uses the
received iz contained in muar to look up the corresponding r4iz”” and Jui” , then
computes Kpae'= H(raie”’,(raie”’, Juie”’)). Next, he computes (OX1X2)E, srhe, Htote, and
the rotation angle hme '=H(muk, rae, hqr, Ok, XiE, XoE, Pik, P2g, YE, hwei, sre, hrse, hwre,
Kpag). He then verifies whether (XieX2e- P1eP2g)=sr+Htot holds. Finally, T generates
the state / Ze)= [ gpk)a+St+srhe+(QX1X2)e +Y+hme’. Then, T measures and compares

both outcomes with the measurement result of the state / Sig ).

As in the previous case, because 74" and Juiz”’ that T looks up in the random table
differ from E’s fabricated values, the quantum state rotation angles #mr computed by E
and T will not be the same. That is, /@p)r+Sae+srhe+QeXieXze+Ye+hme does not
equal to /@p)s +Srrsrhe+(QXiXz)e+Y+hme'. This  discrepancy causes the
measurement outcome of state / Zk) to differ from that of the other state / Sig )4k, so E’s

attack fails.

(C) A signature inversion attack occurs when an attacker intercepts a legitimate
voters’ signature /Sig)s, and attempts to obtain the / /¢,i)r+S4) by reversing the

quantum signature.

1) On attacker E’s side
(

To obtain a valid value / gpr)r+S4 for exploitation, E intercepts a message mar from
genuine voter A, capturing parameters including mu, r4, hq, Q, X1, X2, P1, P2, Y, hw, sr,
hrs, hwr, and / Sig)s as shown in Figure 6. Since E is not the real voter A, he cannot

retrieve Ku. Instead, he forges parameters r4i2 and Juie to calculate Kpae=H(r4ie,(r4ie,
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Jui#)). Then, he computes QXiXz, srh=sr+H(hw, QXiXz), and the signature rotation
angle hme=H(mu, r4, hq, Q, X1, Xz, P1, P2, Y, hw, sr, hrs, hwr, Kp4g).

After completing the calculations, E attempts to reverse the angle Y+QX:X>+ hmetsrh
on /Sig)s to obtain the quantum state / @px)7+S4)e. Then, following steps similar to
Case (a).(1), the attacker uses their random number 7.z and private key S4z to compute
Wik, hqe, Xie, Xoe, Qp,WE, hwe, hrse, hwre, sre, srhe Ye, Htote, P2k, Kpae, QeX1EXCE.
They set mae=(ID4k, ic) and calculate the angle parameter hmae=H(m4k, r4e, hqe, Ok,

Xig, X2k, PiE, P2k, YE, hwi, sve, hrse, hwre, Kag).

After these computations, E generates a forged signature on the stolen quantum state,
with the state ( / Sigar) angle defined as (/[ @pk)7+S4a)e+(OXiX2)+srhe+hmak).
Finally, E sets mare={mae, r4e, hqe, Qr, Xig, Xce, Pig, P2, YE, hwe, sre, hrse,

hwre, [ Sig)ae yand transmits it to T.
(2) During verifier T’s turn

T first uses the received iz in m4z to look up the corresponding r4iz”” and Juie”” , then
computes Kpae =H(raie”, (raie”’, Jaie”’)) . Next, T computes (OX1X2), srhe, hmag’, and
Htote based on mare. For verification, T calculates srie=sretH(hwe, (QX1X2)g) and
checks if (XieXoe- PieP2p)=sre+Htote. 1f not, T rejects. Otherwise, T generates the
state /Ze)= [ ppi)a +St+srhe+(QX1Xz)e+Y+hme’, measures it, and compares the

outcomes with the received quantum state / Sig iz .

As in previous examples, because r4iz”” and Juiz”’ that T retrieves from his own random
table differ from E’s fabricated values, the ~ime computed by E does not equal hme’
calculated by T. This discrepancy causes the measurement outcomes of /Zk)
and / Sig )4 to mismatch. Moreover, since K4z was forged by E, the value obtained by
reversing the angle is incorrect for A’s private key combined with T’s public key. Thus,

attacker E’s attempt fails.

5.2 Attacks on /Sig)r
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The government signature / Sig)r (see Figure 7 for its role in the voting system) acts
as a voting notice. Assuming it is vulnerable to forgery, counterfeiting, and reversal
attacks, an attacker might impersonate a voter to trick the government agency T into
signing parameters. Below, we describe three attack scenarios and explain why they
fail.

(a). Forging a government signature / Sig)rz

(1) On Attacker E’s side

Attacker E generates fake parameters to forge the signature /Sig)r between voter A
and government T. E calculates mre=(ID4k||[DrE, ir), forges random number rre and
private key Sz and prepares fake pairs for other system roles generated by the
government, such as (r4ie, Juie), (rpaie?’, Jpaie’), and (rcai, Jcaid). E then computes
Kae=H(rai#, JuiF), Kpe=H(rpaie’’, Jpaie’’), and Kce=H(rcaie, Jcaie)), Kpse=H(rpaie,
Ksr),  Kpce=H(rcie,  Kcg),  Excse=Kpe+Kc¥, Kpsce=rsid +Jpie +Kpct,
Kpcar=Jaie +Kpce, VPe=H(rre, VCSte), Kve=H(H(rre, raiF), H(rre, rce), VPE),
Kvae=Kve+H(rre, raig), Kvce=Kve+H(rre, rce). Since E impersonates voter A to
government T, he could try to simplify several calculations. For example, he may

simplify calculations, computing Excase=Kse-Kcre instead of Excsar= Juie +Kpe-Kcre .

Secondly, E calculates S4z, Wik, hqe, Xie, X2k, Qr, (OX1X2)E, WE, hwE, hrse, hwrk, SrE,

srhe, Y, Pig, Htote, P2e , and hme=H(mk, ve, hqe, Ok, Xig, X2, Pig, P2E, YE, hwe, srE,
hrse, hwre, Kag, Kpse), and generates / Sig)re = @%_ RV(We+hme); [ gpr)s. That is,
/ Sig)re = | @pi)s+Ste+srhe+(QX1X2)E+YE+(hmE);.

Even if E is an insider, without knowledge of Jp4/, E cannot derive A’s Kpc from Kpsc
in mr4. To impersonate voter A, E must declare the blinding parameter »»z, compute
De=H(rme, S4k), select candidate option H(C2), add K4k, Kse to form Kape=Kur+KBaE,
then generates the fake Ve=H(Vik, Vce) and produce a fake ballot.

SMue=H(C2)+De+rme+H(rmg)-H(roE, VE) T EXCBE-KPCE veessesssnessesssenenns equation(2)

That is, H(C2)=SMuae-Kpe-DE-rme-H(rmg) +Kc? +H(rok, VE)+Kpce.

31



E sets mape={mre, rre, hqe, Qr, Xie, Xce, Pig, P2k, Ye, hwg, sre, hrse, hwre,
KuBE, / Sig)re, SMue, Kpsce, Kvae, Kvce, Excse, VPE, Kpcae} and transmits it to B for

verification.
(2) On verifier B’s side

Election committee staff B first look up rs4i#” and Jp4i#’ in the random table using ix
from mze. If found, based on the received K4se in mase, B calculates Kp'=H(rpa?’, Jai”’),
Kps’=H(rs4/’, Ks’), and K4r’=Kape - Kp’. Next, B computes parameters like (QX1X2)E,
srhe=sre+H(hwe, (QXiX2)e), Htote (step 5, Figure 7), and the rotation angle
hme’=H(mg, re, hqe, Ok, XiE, X2E, PiE, P2E, YE, hwe, sre, hrse, hwre, Kase, Kpse’).

According to the verification steps, B first checks whether (X:£X2e- P1eP2g)= sre +Htote
holds. If so, B performs a rotation on / gy )r to form state / Zk), then measures the state

| Ze)=( | @pi)Jr+Sp+srhe+(QXiX2)E)+Y+hme’) and compares it with the measurement
outcome of state / Sig)rz. However, since B uses the real rs4i2' and Ja4ie' of voter A/’s ir,
these values will not match the fabricated rp4i# " and Jp4i#* created by E. Consequently,
the key K4’ computed by B differs from K4zr declared by E in Amg, making the angle
hmg’ calculated by B unequal to the forged angle #mg by E. This discrepancy causes the
measurement outcomes of /Zg) and /Sig)re to differ, causing E’s forgery to fail.
Moreover, E lacks knowledge of Kpc and K, which vary among voters to generate V1
and V, and does not know K3 to create SM4, which B uses to generate / BSig)s to pass
C’s verification. Since SMue-Kp computed by B differs from SMue-Kpe calculated by E,
the value Ma(SMue-Ks)+Kpc(Kpca-Ja?) computed by B also differs from E’s. Therefore,
it cannot pass C’s / BSig)s verification because H(M4+Kpc) in Pg in B’s / BSig )z does
not equal H(Mue+Kpce) (where Mue+Kpce=MKEe-H(roe, VE)-Kc#+KvE), as shown in
step 7 of Figure 8. That is, E.s attempt fails.

(b). Intercepting a legitimate government signature /Sig)r and transmitting it to

Election Committee B with a fake ballot

(1) On Attacker E’s side

In this case, attacker E intercepts the message mr4 sent from T to A, which includes the
legitimate / Sig)r, Excs4, and other parameters, or the message m4s from A to B, which

also contains mr4thatincludes / Sig)r. Whether E intercepts the message from T to A
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or from A to B (as shown in steps 3 and 4 of Figure 7), E must use a fake Jui# to
compute Exca4e and forge other parameters to create a ballot, since E lacks the random
tables. Thus, in both scenarios (from mr4 or mas), E retains the legitimate / Sig)r , but

tries to fabricate a ballot.

For example, even if E is an insider knowing Kc7, E can fake a ballot by declaring
blinding parameter r»£ and private key S4z, changing candidate option to H(C2), faking
KsE, roe, Ve, and Kpce , then calculating De=H(rme, Sag) and Kape=Kar+Kpe. The

resulting fake ballot becomes SM.k, as shown in equation (2), as shown in equation (2).

E sets mase={i, SM4E, Kuase, mr4} and sends it to B for verification, as shown in step 4

of Figure 7.
(2) On verifier B’s side

After receiving muse, election committee B retrieves rp4/ and Jp4/ from the random
table using i from muse to calculate Kg=H(rsa/’, Jpa?’), Kpp=H(rs4ai/, Ks), and Kur'=
Kupe —Kp. B then calculates hm =H(mr, r1, hg, O, X1, X2, P1, P2, Y, hw, sr, hrs, hwr,
Kar’, Kps) along with other verification parameters. Next, B verifies whether (X1.X2-
PiPs)=sr+Htot  holds.  Finally, B  computes the verification angle
S+srh-+(QXiXo)e+Y+hm' to set state [ Ze)= [ o) r+Sp+srh+(QXiXo)e+Y+hm'. B

measures both states / Zr) and / Sig)rand compares the outcomes to confirm equality.

From the above, the K4z forged by attacker E does not match the correct Ka(=H(r4/,
J4?)) generated by government T for the legitimate voter A. Additionally, the correct
pair (ra4/ , Jpa?) retrieved by B differs from the forged pair (ra4if’, Jp4ie'’) created by
E. Therefore, the verification fails due to the incorrect value of E’s K4z and Kpse in

hme.

Thus, /Sig)r = [ew)s +Sr+srh+QOXiXo+Y+hm does mnot equal /opi)p +

St+srh+QX1X>+Y+hm’. Moreover, due to the fact that SM4=H(C1)+D+rm+H(rm)+Ks-
Kc7-H(ro, V)-Kpc, even if E holds the value K45 in m4s and Excps in mr4 (steps 3 and
4, Figure 7), he cannot alter the candidate’s name H(CIl)= SMa-Kp-D-rm-
H(rm)+Kc#+H(ro, V)+Kpc, where V=H(V1, Vc,), without knowing Kz, D and Kpc. This
is because D is obscured by Kv, Kp is owned by B, and Kpc is A’s secret. Thus, E’s

attack fails.
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(C). Intercepts legitimate /Sig)r and attempts to obtain the state / /¢ )5+S7) by
reversing /Sig)r.

(1) Attacker E’s turn.

Assuming attacker E intercepts a legitimate / Sig)r and map to obtain mr, rr, hq, Q, X1,
X2, P1, P2, Y, hw, sr, hrs, hwr, i, SM4, and K4, but lacks Kps and Kpc , E must generate
fake values (ra4i/, Jpai/) to compute Kpe=H(rzai, Jpai!), Kce= H(rcaie, JcaiF),
Kppe=H(rsaie, Ksg), and Kpce=H(rcai#, Kcg). Then E calculates K4r=Kas—KsEe, QX1X0,
srh=sr+H(hw, OX1Xz), and hme=H(mr, r1, hq, O, X1, Xo, P1, P2, Y, hw, sr, hrs, hwr ,
Kux, Kpse). Finally, E performs a reverse calculation on / Sig)r using the angle formed
by summing Y, QXiXz, hme, and srh to obtain / / gui)s+St)e (= [ Sig)r-Y-OX1X2-hme-
srh).

Next, E replaces the intercepted signature parameters (related to the intercepted
signature / Sig)r) with forged ones using the following steps. First, E calculates the
necessary parameters to impersonate T’s signing, including me=(ID4k||ID1E, ie), Wik,
hqe, Xie, X2k, Qk, (OX1X2)E, WE, hwE, hrse, hwre, sre, srhe, YE, Pie, Htote, and P2e. Then,
E computes the quantum signature rotation angle: hme’=H(mk, re, hqe, Qr, XiE, X2k, Pik,
P2k, Y, hwe, srE, hrsg, hwre, Kar, Kpse,). This generates a forged signature / Sig)re =
( | ook )p+SD)E+YEH(QX1X2)E+srhe+hme. Finally, E sets mrae={me, r, hqe, Qk, XiE, Xk,
Pik, Poe, YE, hwe, sre, hrse, hwre, / Sig)re, Kpsce, Kva, Kvc, Excsa, Kpca}

As in previous cases, attacker E impersonates both voter A and T. E defines parameters
such as the blinding parameter rme, private key Sag, roe, Ve, De=H(rme, S4k), candidate
option C2, Excse=Kpe-Kcre, and Kppce=Jp4i +Kpce, then generates the forged ballot

SMue (equation 2). Finally, E sets mrse= { ir, SM 4, Kasg, mr4e} and transmits it to B.
(2) Verifier B’s side

After receiving mase from E, election committee B uses the included ik to retrieve (ra4/”,
Jpa?’) and calculates Kp'= H(rza?’, Joal’), Kps'=H(rpa/’, Ks’), Kae'=Kue - Kz’, Htotr,
(OX1X2)E, srhe=sre+H(hwe, (QX1X2)E), and the angle hme’=H(me, re, hqe, Qk, XiE, X2k,
PiE, P2k, YE, hwg, srE, hrse, hwre, K4e’, Kpse’) in the quantum signature. B then verifies

whether (X:eXoe- PieP2g)= sre +Htote. 1f valid, B generates and measures the
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verification state / Zg)= / @pi)r+Sp+srhe+(QX1X2)e+Ye+hme’ and compares it with the

measurement result of state / Sig)re.

As in previous cases, since B’s retrieved values rs4/’, Js4/’ do not match the attacker
E’s fabricated values (ra4ie, Js4ie), B’s calculated K4z’ will differ from the forged K4k.
Thus, the hme’ verified by B differs from the ~mre computed and sent by E. In other
words, the measurement outcomes of both / Zr)and / Sig)rx differ, so the angle hme

used by E to reverse on /Sig)r will produce a state different from the actual

state / / ¢pi)s+ST).

That is, /Sig)re=( [ ppks +St))e+Ye+(QX1X2)e+srhe+hme is not equal to /[ gpi)r+
S+ Ye+(QX1X2)e+srhe+hme’. This causes E's signature forgery to fail..

In conclusion of Sections 5.1 and 5.2, if attacker E attempts to replace any parameters
in /Sig)aor [ Sig)r (e.g. ma, ¥4 in mar or mr, rrin mzs ) and transmit them between A
and T, as shown in Figures 6 and 7, T will calculate ~m, Htot and related parameters to
verify if X:X>-P1P: equals srh+Htot. T will detect inequality and reject the message
because all parameters are hashed into Am and Hrot. Thus, E’s attack will fail
regardless of the altered parameter. For instance, if E substitute s» with s7’, T computes
Htot’=H(m, r4, hq, O, X1, X2, Y, P1, hw, sr’, hrs, hwr) and finds sr’+Htot’ does not
equal to X:X>-PiP2. Since / gpi)a is formed by rotating A’s private key (secret degree
S4) from the zero degree of the quantum state, E cannot derive S4 from the quantum
state / gpi)4, which T uses as a basis to form /Z) to examine parameters (step 2,

Figure 6).
5.3 Attacks on Blind Signatures /BSig)p

The blind signature includes government agency B’s commitment to the voter’s ballot
without revealing its content. As before, we examine three attack scenarios: (a) forging,
(b) intercepting and altering the embedded candidate name, and (c) reversing the

quantum blind signature. Additionally, we address a fourth security concern

about / BSig)s: (d) a dishonest ballot opener. This scenario can be referenced to Figure
8.

(a). Forging a blind signature / BSig)se
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(1) Attacker E’s side

Attacker E attempts to vote using a forged ballot by fabricating all required parameters,
including the blinding random number £, private key S, selected candidate H(C2),
random pairs (r4ie, Juie') and (rcaie, Jeai), as well as ro, rre, rc?, and Kcre. E then
computes De=H(rme, S4a), Kce= H(rcaie/, Jcaie)), Kpce=H(rcai#, Kce) , VPe=H(r1E,
VCST), Vie=H(Kpce, De*, Kcre, rok, rme*, Dg, rmg, H(C1)), Vce=H(Vie, H(De*, Kcrte,
rog, rme*, H(CI), VPg)), and Ve= H(ViE, Vce) , Kve=H(H(rrE, raie)), H(rre, rce), VPE),
and Kvce=Kve+H(rrE, rce).

Finally, E generates a fake ballot: Mar=H(C2)+Dg+rme+H(rmg)-Kcre-H(rog, VE)-Kpck.

After forging the ballot, E generates a fake blind signature by counterfeiting parameters
such as the random number rpe, private key Sae, and i. E then computes Wik, Ok, Xik,
Xoe, (OXi1X2)e, We, Yse, H(YBe), ar=H(YBg)-YBe, Ppe=H(H(Muar, Spe, YBE, a),
H(Mue+Kpckg), H(YsE), ag), and Pe=Ppe-(QX1X2)e+Mae+Kpce. Finally, E generates the
forged signature / BSig) & =®§y=1 R (Pg); | Z) s (=YBE+SBE+SC).

Before voting, attacker E impersonating voter A must compute verification parameters:
MKpe=Mue+Kpce, MKe=MKpe+H(rce, Vi) +Kcre-Kve, rme*=rme+Kve, DE*=Dg+KyE,
and Kcze=H(rme, D, VE, roe ,H(C2)). He then sets mpae={H(Mkt, SsE, YsE, ar), H(YBE),
H(Psk), / BSig)se}, and mace={MKE, rre, rme *, De*, Kczg, roe, Vi, Vie, Vce, Kvce,

ma4E}, which he transmits to ballot opener C for verification (step 7, Figure 8).
(2) Verifier C’s side

The ballot opener C first computes Ky =Kyce-H(rre, rd), MKp (=Mure+Kpce)=MKE-
H(roe, Vi)-KcP+Ky, and Pse’=H(H(M4, Ss, Y5, a), H(MKp), H(Ys)). It then checks
whether H(Pgr’)=H(Pse) holds. However, without knowledge of Sz and Sc, C must rely
on /@pk)s or [ gpi)cfor verification of / BSig)s as shown in Section 4.4.(3). Since Y5
is unrevealed and Sz is B’s secret, the degree of / Z )z for C’s verification depends on
Sc+Sse+H(YBe)+Ppe’+Mae+Kpce=  Sc+Spe+H(Yse)+H(H(Mag, Sse, YBe, ak),
H(Mue+Kpce), H(YBE))+Mae+Kpce .
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Assuming E impersonates B to use /¢p)c as a basis, the left side of equation (2)
includes SB and PB, which E cannot handle.

When E uses (Mae+Kpce)(=MKe-H(rok, Vi)-Keré+Kve) to be signed by B, the one-
way property of the hash function and E’s lack of knowledge of r¢ and Ky, make it
computationally infeasible for E to find Sp and M4+Kpc that satisfy equation (2). Thus,
E’s attack fails.

(b). Intercept legitimate / BSig )z and attempt to alter only the candidate's name.

(1) Attacker E’s side

Attacker E may intercept the message mss sent from B to A, including legitimate
parameters / BSig)s such as, H(Mu, Ss, Y5, a), H(Y3), and H(Ps), as shown in step 6 of
Figure 8. E can also intercept parameters in ma4c (containing MK, rr, rm™, D*, Kcz, ro,
Kve, Vi, Vc) when A transmits mac to C as shown in step 7 of Figure 8. Both cases are

discussed below.

In this interception scenario, E intercepts mp4 and replaces the selected candidate name
H(CI) with H(C2) on the ballot. To do this, E fabricates necessary ballot parameters,
including private key Saz, blind numbers rue, rre, roe, Kere, ii, rce, (raie/, Jaie), and
(rcaie, Jeaie)). E calculates Kce=H(rcuie, Jcaie') , Kpce =H(rcai, Kck), De =H(rmk, SAE),
VPe =H(re, VCS1), Vie =H(Kpce, De*, Kc¥, rog, rme*, Dk, rme, H(C1)), Vce =H(ViE,
H(Dt*, Kc#, rok, rme*, H(C1), VPEg)), Ve=H(Vig, Vce), Kve =H(H(rrE, raie)), H(rre, rce),
VPE), and Kyce =Kve+H(r1, rcé). Finally, E generates Mur =H(C2)+De+rme+H(rmE)-
Kcre-H(rok, Vi)-Kpce, MKpe =Mae+Kpce, and MKe = MKpe+H(roe, Vi)+Kcre-Kve.
After computing verification parameters rme* =rme+Kye, De* =De+Kve and Kcze
=H(rme, H(C2), D, VE, roe) for the fake ballot, E sets mpae={ H(Ma, Ss, Y5, a), H(Ys),
H(Ps), / BSig)pe} and mace ={MKEg, rre, rme*, De*, Kcze, roe, Kvce, Vi, Vie, Vce,

ma4e}and transmitted them to C.

To intercept mac (containing MK, rr, rm*, D*, Kcz, ro, Kvc, Vi, Vc) from A, unlike
intercepting ma4 from B, E fabricates Sz, Kcre, rme, rce, (rcaie, Jcaid), computes
De=H(rmE, Sar), Kce=H(rcaie, Jcaie)), Kpce=H(rcai#, Kck), and Kve= Kvc-rce. E then
calculates V=H(V1, Vc) and ballot Mar=H(C2)+Dg+rme+H(rmg)-Kcre-H(ro, V)-Kpck.

Next, MKpe=Muc+Kpce, MKe=MKpe+H(ro, V)+Kcr#-Kve. Finally, E sets
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mpar=4{ H(Ma, Ss, Ys, a), H(Ys), H(Ps), |/ BSig)sr} and mace ={MKE, rre, rme*, DE*,
Kcze, ro, Kve, V, Vi, Ve, mpae} and transmits it to C (step 7, Figure 8).

(2) Verifier C’s side

As before, the ballot opener C calculates Ky =Kyc-H(rre, rd), MKp =MKg-H(rok, VE)-
KcP+Ky', and Ps’=H(H(M4, Ss, Y5, a), H(MK> ), H(Ys)), then compares H(Ps’) with
the received H(Pp)in mp4. These steps show that ¢’ and thus Ky computed by C do not
match the forged Ky created by E. Moreover, the real ballot parameter M4 in SM sent
by voter A to B is part of the blind signature rotation angle (Pc on / @pk/)5), where
Pc=Sc+H(Yp)+Pp’+MKp and Ps=P+QXiX2>-a-M4-Kpc. Therefore, E cannot alter M4 as
in step 8 of Figure 8. If E changes M4 to M4k, the value H(Ps’)(=H(H(Ma4, Ss, Y5, a),
H(Ma+Kpc), H(Ys))) calculated by C would not match H(Pg) from the original voter,
since Ky and MKp are known only to C (MKp=MK-H(ro, V)-Kc¥+Kv) . Without MKp, E
cannot forge a valid Pz (to be calculated in H(Pg)) for C’s verification, causing

verification to fail and rejection by C..

(C). Intercept legitimate / BSig) g and attempt to obtain the state / [ ¢pi)c +S5)

by reversing the blind signature.

(1) Attacker E’s side

E intercepts the legitimate / BSig) s and all parameters in mac from A to C (step7,
Figure 8). Without knowing Ky, E forges rc# and calculates Kye= H(rr, rcF) and
MKpe=MK-H(ro, V)-Kcré+Kve. Then, E calculates Pee=H(H(M4, Ss, Y3, a), H(MKpk),
H(Ys)) and reverses the angle Pze+MKpe+H(Ys) on [ BSig) s to get state / /[ gppi)c+Sp
)t (i.e., reverse the state / BSig)s by angle Ppe+MKpe+H(YB)).

Next, E discards the intercepted parameters in m4c and replaces them with forged values:
random number 7z, private key Sze, MK4e. E then calculates Wie, Qr, Xie, Xk,
(OX1X2)E, WE, YBE, H(YBE), ag=H(YBE)-YBE, Pee=H(H(Muk, SBe, YBE, ag), H(Me+ KpcE),
H(Yse), and Pse=Ppe-(QXi1X2)e+ae+Mae+Kpce. Finally, E generates a fake blind
signature / BSig )z by adding the reversed quantum state / /@pk)c+Ss Jr with these
angle parameters, forming state / BSig)se= ( | ppkc+S))E+H(Y5E) +MKpe+PsE.
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Finally, in step 4 of Figure 7, attacker E forges parameters including blind number ruz,
private key S4r, and candidate option H(C2). E calculates De=H(rme, S4k),
rme*=rme+Kyve, De*=De+Kye, and MKae= MKpe+H(ro, V)+KcP-Ky. After that, E sets
mpar={H(Mut, SE, YsE, ase), H(Yse), H(Pst), | BSig)se} and mace = {MK4E, r1, rme*,

De*, Kcze, ro, Kve, V, Vi, Ve, mar}, as shown in step 7 of Figure 8, and sends mack to C.
(2) Verifier C’s side

The ballot opener C calculates Ky=H(rr, rc), MKpe'=MKuar-H(ro, V)-Kc¥+Ky, and
Pse’=H(H(Mak, SpE, YBE, ar), H(M4e+ Kpc’), H(YsE)), then compares H(PsEe’) to H(Psk).
Since the r¢ used by C in computing Kr does not match E’s forged rc#, the Pse’ value,
which includes MKP, differs from E’s Pze. Consequently, verification fails, and C

rejects.

(d). The ballot opener is dishonest and alters the candidate’s name on the ballot.
(1) Ballot opener C’s side

Since C has the correct Ky from Kyc, he computes rm=rm*-Ky, where r»* is sent from
Ato C in mac. If C tries to change candidate name from C/ to C2, the only parameter
he can alter is D (=H(rm, S4)). However, he must keep MKp(=SMu-
Ks+Kpc)=H(C1)+D+rm+H(rm)-KcP-H(ro, V) unchanged; otherwise, T will detect the
alteration during quality random inspection (described below in Section 5.3.(d).(2)).
However, D is computed as D=MKp-H(C1)-rm-H(rm)+Kc¥+H(ro, V). That is, H(C1)=
MKp-rm-H(rm)-D+Kc#+H(ro, V), as shown in equation (1) in Section 4.3 (2). Since
D=MKp-H(C1)-rm-H(rm)+Kc?+H(ro, V) , changing H(C1) to H(C2) while maintaining
MKp constant is impossible. Although C knows M4, Kv, rm, and D, if he replaces H(C1)
with H(C2), and computes OV=H(C2)+H(Oc¥, rme*), he must compute Vce=H(V1,
H(D* Kc?, ro, rme* H(C2), VP)) and send mcr={D*, rue*, CiCunt, Kcz, V, V1, Vck, ro,
OV, MKp} to T. But VP contains VCSr, known only to T and voters, so C cannot find
VPE to compute Vce for satisfying T’s random verification. In other words, C cannot
alter the candidate name without detection, and his attempt fails. We now describe T's

random inspection below.

(2) Verifier T’s turn to conduct quality random inspections.
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During the election, government T can randomly verify a ballot to check if its
associated MKp is accepted. T uses the message mcr from C and consults his table to
find OcF and VCSr. Then, T computes H(CI1)=OV-H(Oc¥, rm*), followed by
VP’=H(rr, VCS1) and Vc'=H(Vi, H(D* Kc¥, rc, rm* H(CI), VP’)) to confirm that
H(C1) corresponds to the ballot opened by C, not another candidate’s name (e.g.,
H(C2)). If C tries to substitute C1 with C2, T will detect it because V'CSr is known only
to T and embedded by the voter. Thus, C cannot compute VPe=H(rr, VCS1) to generate
a valid Vc and can only keep Vc unchanged. Furthermore, T computes V'=H(Vi1, Vc’)
and verifies if V’=V. If so, T checks that C:Cnt(=CiCntc-rr) has increased only by one.
Therefore, if C mistakes C/ for C2, T will identify the error. Even if all the shared
parameters except J4/ (the voter’s secret for deducing Kpc) are revealed, an adversary
E cannot succeed. Although, C might compute OVe=H(C2)+H(Oc¥, rne*), T will
verify the correctness of Vc and equation (2). Since Vc=H(Vi, H(D* Kc¥, rc, rm*
H(C1), VP)) and V=H(V1, Vc’), we see that Vc contains T’s secret V'CSr shared with all
voters, and V contains Vi(=H(Kpc, D* Kc¥, ro, rm* D, rm, H(C1))) which hashes Kpc,
rm*, rm, D*, and D—both Ky (shared among T, C, and voters) and Kpc (the voter’s
secret) are essential. These must satisfy equation (1): H(C1)=MKp-D-rm-H(rm)-H(ro,
V)=MKp-D-rm-H(rm)-H(ro, H(V1, Vc)). Without Kpc in Vi(=H(Kpc, D* Kc¥, ro, rn*,
D, rm, H(C1))), it is computationally infeasible for C to find Kpc due to the one-way
property of hash functions. Moreover, our QVS 1is untraceable before and after
the / BSig)s generation, ensuring message unlinkability and enhancing voting security.
To simulate a real voting scenario, government agencies B and T can discard all
parameters they produced after voting day, preventing ballots from being traced to

specific voters

Thus, our QVS is a truly secure, pseudonym-free, and anonymous voting system
because it does not reuse any pseudonym once / BSig)s has been generated. Therefore,

even T cannot identify the candidate chosen by any specific voter.

In conclusion of Section 5.3, a ballot contains / BSig/)s and several parameters. If E
transmits the ballot exactly as stolen from voter A without any changes, it is useless

because the ballot will be verified and revealed as the original candidate chosen by A.
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5.4 Comparison with Xu et al’s scheme and other related work in quantum voting

In this section, we first compare our voting system with the scheme proposed by Xu et
al.[94], focusing on properties such as blindness, anonymity, undeniability,

untraceability, and unforgeability.

In Xu et al.'s system, a public table enables voters to verify that the candidate they
voted for is indeed their chosen candidate through pseudonyms. However, this design
compromises the strict definition of anonymity. Additionally, the initial shared key
allows election committee B to forge votes by impersonating any voter. Voter A cannot
deny that a vote is not their own because the overall computations and parameters can
be legitimately produced by them according to the protocol. Therefore, Xu's system
cannot prevent risks related to unforgeability and undeniability. In contrast, our scheme
does not require such a public table. Election committee B can verify the voter’s
identity only through the pseudonym stored in the pre-shared random table and cannot
access the content of the vote (blindness). The ballot opener knows the voter’s
selection but cannot identify the voter (anonymity). Furthermore, any voting concerns
are addressed by government authorities B, C, and T. Thus, our scheme ensures
unforgeability, undeniability, and anonymity, as described in Sections 5.1 through 5.3.

We have effectively resolved these issues.

Apart from [94], it is evident that our scheme overcomes the limitations identified in
previous literature. Our approach employs secret random tables shared among all roles,
functioning similarly to the one-time secret used in Chaum's classical ballot protocol
[131], thereby ensuring unconditional security. Based on this and the security analyses
presented in Section 5, our method clearly possesses the following properties: (1)
privacy (anonymity), (2) security (prevention of double voting), (3) flexibility (the
scheme requires no adaptation when there are three or more candidates or voters), and
it also prevents (4) collusion among parties, (5) illegal operations, and (6) cheating by

authorities. Additionally, it does not require (7) a secure channel or (8) quantum key
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distribution (QKD). For instance, if voter 4 attempts to vote twice, B will detect this
because 4i must send i to B in message mus, as shown in step 4 of Figure 7. Based on
the limitations and advantages explicitly stated in each related work, we have compiled

the following comparison table.

Table 9 Comparison of ours and voting system in literature

properties preventing needn’t
M (2 (3)
schemes 4) %) (6) (7) (8)
ours O o o (0) O o (0) O
[94] X (0) (6} X (o) O
[113] (o} O X X X
[114] (o} X
[115] X O
[116] [¢] X o
[117] (6] o X X X X X (6]
A (o} [0} X (0] (o}
[118] B O X (0] (0] (6}
C X (o) (0] O
[119] X X X

O: possesses the property

X: doesn’t possess the property

9,

: uncertainty

6 Conclusion
In this article, we propose a quantum voting scheme. After cryptanalysis, we confirmed

that our scheme not only resists forgery attacks but also achieves the essential functions
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of undeniability, anonymity, and untraceability both before and after /BSig)s’s

generation which are the dimensions of necessary attributes required in any voting
system. In other words, our method offers an alternative approach for implementing a
voting system in democratic countries. As shown in Table 9 above, our scheme
outperforms those in the literature, except that it requires a trusted third party.

Therefore, our quantum voting scheme is practical and can be easily applied worldwide.
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